
 

†iwR÷vW© bs wW G-1 

 evsjv‡`k †M‡RU 
AwZwi³ msL¨v 

KZ…©cÿ KZ…©K cÖKvwkZ 
 

iweevi, GwcÖj 6, 2014 
 

MYcÖRvZš¿x evsjv‡`k miKvi 

WvK, †Uwj‡hvMv‡hvM I Z_¨cÖhyw³ gš¿Yvjq 

Z_¨ I †hvMv‡hvM cÖhyw³ wefvM 

(AvBwmwU-1 kvLv) 

cÖÁvcb 

ZvwiL, 24 gvP© 2014 wLªt 

bs 56.00.0000.025.22.002.14-36miKvi Z_¨ wbivcËv wbwðZ Kivi j‡ÿ 
ÒZ_¨ wbivcËv cwjwm MvBWjvBbÓ Gi evsjv I Bs‡iRx fvm©b Aby‡gv`b K‡i‡Q| Bnv 
me©mvavi‡Yi ÁvZv‡_© cÖKvk Kiv n‡jv| 

  ivóªcwZi Av‡`kµ‡g 

 Avi. GBP. Gg. AvjvIj Kwei 
 mnKvix mwPe| 

 

 

 

 

 

 

( 12519 ) 
g~j¨ t UvKv 48.00 



12520 evsjv‡`k †M‡RU, AwZwi³, GwcÖj 6, 2014 

1| cȪ Ívebv 

MYcÖRvZš¿x evsjv‡`k miKvi ÒiycKí 2021: wWwRUvj evsjv‡`kÓ wewbg©v‡Y e×cwiKi| GB 
jÿ¨ AR©b Kwi‡Z nB‡j mKj miKvwi ms ’̄v‡K B-Mf‡b©Ý KvVv‡gvi AvIZvq Avwb‡Z nB‡e| 
miKv‡ii wewfbœ gš¿Yvjq/wefvM, Awa`ßi/ms ’̄v I Zvnv‡`i Aaxb cÖwZôvbmg~n B-Mf‡b©Ý 
ev Í̄evq‡bi KvR Kwi‡Z‡Q| miKvwi Kg©cÖwµqvi Dbœqb I mnRxKiY Ges miKv‡ii mÿgZv 
e„w× KivB Bnvi D‡Ïk¨| Bnv Kwi‡Z nB‡j Z_¨ wWwRUvjKiY Kwi‡Z nB‡e Ges †mB mKj 
wWwRUvjK…Z Z_¨ GBiycfv‡e cÖwµqv I msiÿY Kwi‡Z nB‡e hvnv‡Z  Z_¨mg~n nvivBqv bv hvq 
wKsev Bnvi Ace¨envi bv nq| mv¤úªwZKKv‡j evsjv‡`k Z_¨ myiÿv welqK Kvh©cÖYvwji Afve, 
`ye©j I Ae¨e ’̄vcbvRwbZ wbivcËv wbqš¿Y e¨e ’̄v, ¯̂í`ÿ Kg©Pvix KZ©„K e¨e ’̄vcbv cwiPvwjZ 
nIqv Ges we‡klvwqZ Ávb I `ÿZvi Afvemn bvbv Kvi‡Y GKvwaKevi I‡qe wW‡dBm‡g›U, 
Z_¨ wech©q, Z_¨ Pzwi, wWmwUªweD‡UW wWbvBqvj Ae mvwf©m BZ¨vw`i gva¨‡g mvBevi Avµg‡Yi 
wkKvi nBqv‡Q| GBme Avµg‡Yi weiæ‡× wWwRUvjK…Z miKvwi Z_¨ m¤ú` myiÿvi j‡ÿ¨ ch©vß 
cÖwZ‡ivaK, wb‡ivaK, AbymÜvbx I cÖkvmwbK wbivcËvg~jK e¨e ’̄v bvB| ZvB wWwRUvjK…Z 
miKvwi Z_¨ m¤ú‡` Abby‡gvw`Z AbycÖ‡ek †iva Kwi‡Z mwVK wbivcËv cwjwm I ev Í̄evqb 
†KŠkj cÖYqb Acwinvh©| GB `wjjwU †mB mKj ms ’̄vi Rb¨ cÖYxZ nBqv‡Q hvnviv Zvnv‡`i 
wWwRUvjK…Z Z_¨ mvBevi †¯ú‡m myiÿv Kwievi D‡Ï‡k¨ wbR¯̂ Z_¨ wbivcËv  †KŠkj cÖYqb 
Kwi‡Z Pv‡n| `wjjwU †mB mKj ms ’̄vi Rb¨ GKwU mnvqK wb‡`©kbvcÎ wnmv‡e KvR Kwi‡e| 

2| f~wgKv 

(1) Z_¨ GKwU ms ’̄vi me©vwaK g~j¨evb m¤ú`| cÖ‡ekvwaKv‡ii we‡ePbvq Z‡_¨i wewfbœ 
cÖKvi‡f` iwnqv‡Q| wKQz Z_¨ D¤§y³ Avevi wKQz Z_¨ †Mvcbxq| †MvcbxqZvi gvÎvi wfwË‡Z 
Z‡_¨ cÖ‡ekvwaKv‡iiI †ek K‡qKwU ch©vq iwnqv‡Q; †hgb wKQz Z_¨ †Kv‡bv iKg cÖgvYxKiY 
QvovB me©mvavi‡Yi e¨env‡ii Rb¨ D¤§y³; wKQz Z_¨ GKK-Drm KZ©„K cÖgvYxKiY mv‡cÿ; wKQz 
Z‡_¨i Rb¨ cÖ‡qvRb GKvwaK cÖgvYxKiY; Avevi wKQz Z_¨ cÖwZôv‡bi wbR¯̂; wKQz Z_¨ AwZ 
†Mvcbxq hvnv cÖwZôv‡bi wbw ©̀ó wKQz †jvK e¨envi Kwiqv _v‡K| myZivs GKwU  ms ’̄vi Z_¨ I 
Zvnv‡Z cÖ‡ekvwaKvi wel‡q ¯̂”Q aviYv _vKv AZ¨vek¨K| Z_¨ wbivcËv cwjwm cÖYq‡bi c~‡e© 
ms ’̄vi Z_¨mg~n mwVKfv‡e hvPvB‡qi gva¨‡g †kÖwYweb¨vm Kiv cÖ‡qvRb| 

(2) mK‡ji Rb¨ Z‡_¨i D¤§y³ †ÿÎ nBj B›Uvi‡bU| B›Uvi‡bU I Ab¨vb¨ cÖhyw&³, †hgb-n‡ Í̄ 
aviY‡hvM¨ (Hand-held) hš¿, †gvevBj cÖhyw³, U¨ve‡jU wcwm, †eZvi cÖhyw³ Z_¨‡K mnRjf¨ 
I mvkÖqx Kwiqv‡Q| Ab¨w`‡K †`‡k wek„•Ljv  m„wói nvwZqvi wn‡m‡e Z_¨ e¨eüZ nB‡Z cv‡i| 
myZivs B›Uvi‡b‡U cÖ̀ Ë Z_¨ m¤ú‡K© ms ’̄v‡K `vwqZ¡kxj f~wgKv cvjb Kwi‡Z nB‡e| Avevi 
B›Uvi‡b‡U cÖ̀ Ë Z_¨ QvovI ms ’̄v‡K wewfbœ gva¨‡g mÂvwjZ I mwÂZ Z_¨ m¤ú‡K©I mZK© 
_vwK‡Z nB‡e, †hgb-B›Uªv‡bU ev j¨vb (LAN)-G mÂvwjZ Z_¨ ev K¬vDW (Cloud) G wKsev 
Af¨šÍixY Z_¨fvÛvi (Database) ev Kw¤úDUv‡i (PC) mwÂZ Z_¨| 

(3) GB wb‡ ©̀kbvc‡Î hvnv iwnqv‡Q Zvnv nBj: 

K. wewfbœ cwifvlvi (Terminology) mswÿß weeiY (Illustration) hvnv Z_¨ 
wbivcËv cwjwm cÖYq‡bi Rb¨ Rvbv cÖ‡qvRb, 

L. GB wb‡ ©̀kbvc‡Îi D‡Ïk¨, 

M. GB wb‡ ©̀kbvc‡Îi cwiwa (Scope), 
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N. Z‡_¨i †kÖwYKiY Ges Z‡_¨i wewfbœ Ae ’̄v, 

O. Z‡_¨i mË¡vwaKvix I Z_¨ iÿ‡Ki f~wgKv I `vwqZ¡, 

P. Z_¨ wbivcËv †KŠkj, 

Q. m¤¢ve¨ SzuwK, wec‡`i Avk•Lv I `ye©j ’̄vb wPwýZKiY, 

R. SzuwK, wec‡`i Avk•Lv I ỳe©j ’̄vb cwigvcKiY, 

S. Z_¨ msiÿ‡Y wbivcËv wbqš¿Y ms‡hvM Kwievi cÖYvwj, 

T. Z_¨ wbivcËvi AvBbMZ welqmg~n, 

U. Z_¨ wbivcËvwelqK e¨e ’̄vcbv c×wZ (ISMS) cÖwZôvq Abym„Z gvb`Û, 

V. Z_¨ wbivcËvi Rb¨ AwWU Kiv‡bvi ¸iæZ¡, 

W. cwiexÿY I Dbœqb, 

X. ms ’̄v wnmv‡e cÖZ¨qb, 

Y. AvKw¯§K NUbv wbqš¿Y I wech©q nB‡Z cwiÎv‡Yi Dcvq, 

Z. cwic~iY I cybe©nvj †KŠkj, 

_. Kvh©µ‡g avivevwnK cwiKíbv, 

`. Z_¨ wbivcËv cwjwmi bgybv| 

3| cwjwm MvBWjvBb AbymiY I ejerKiY 

(1) evsjv‡`k miKv‡ii c‡ÿ Z_¨ I †hvMv‡hvM cÖhyw³ gš¿Yvjq GB wb‡ ©̀kbvcÎwUi mË¡vwaKvix 
nB‡e| GB gš¿Yvjq wb‡`©kbvcÎwUi ev Í̄evqb cwiexÿY ev Z`vwiK Kwi‡e| evsjv‡`k 
Kw¤úDUvi KvDwÝj, K‡›Uªvjvi Ad mvwU©dvwqs A_wiwU (CCA) I evsjv‡`k †Uwj‡hvMv‡hvM 
wbqš¿Y Kwgkb  †hŠ_fv‡e GB wb‡ ©̀kbvc‡Îi ev Í̄evqb mgš̂q Kwi‡e| 

(2) evsjv‡`k miKv‡ii mKj ms ’̄v‡K GB wb‡ ©̀kbvcÎ Kvh©Ki nBevi Qq gv‡mi g‡a¨ Zvnv‡`i 
wbR-wbR Z_¨ wbivcËv cwjwmi cÖYqb I Dnvi ev Í̄evqb Kwi‡Z Aby‡iva Kiv nB‡e| GB `wjj 
m¤ú‡K© †Kv‡bv cÖkœ _vwK‡j Zvnv Z_¨ I †hvMv‡hvM cÖhyw³ gš¿Yvjq A_ev evsjv‡`k Kw¤úDUvi 
KvDwÝj‡K AewnZ Kiv hvB‡e| hw` †Kv‡bv ms ’̄vi Z_¨ wbivcËv cwjwm cÖYq‡b mnvqZv 
cÖ‡qvRb nq, Zvnv nB‡j †mB wel‡q evsjv‡`k Kw¤úDUvi KvDwÝj‡K Aby‡iva Kiv hvB‡e| 

4| msÁv 
(1) Òms ’̄vÓ A_© evsjv‡`k miKv‡ii gš¿Yvjq/wefvM, Awa`ßi/cwi`ßi, gš¿Yvj‡qi AvIZvaxb 
ms ’̄v, wewae× ms ’̄v I Dnv‡`i Aaxb cÖwZôvbmg~n| 

(2) Òm¤ú`Ó A_© ms ’̄vq wbKU g~j¨ iwnqv‡Q Ggb mKj wKQz| 

(3) ÒAvµgYÓ A_© †Kv‡bv m¤ú` aŸsm, D¤§y³, cwieZ©b, A‡K‡Rv, Pzwi Kwievi A_ev Dnv‡Z 
Abby‡gvw`Z Dcv‡q cÖ‡ek ev Dnv Abby‡gvw`Zfv‡e e¨envi Kwievi cÖ‡Póv| 

(4) ÒcÖgvYxKiYÓ A_© GKwU ¯^Zš¿ mË¡vi (entity) ˆewkó¨ mwVK nBevi wel‡q wbðqZv cÖ̀ v‡bi 
weavb cÖgvb¨Zv: GKwU ¯̂Zš¿ mË¡v †hBiyc nBevi `vwe K‡i †mBiyc nBevi ˆewkó¨| 
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(5) Òh_v_©ZvÓ A_© GKwU ¯̂Zš¿ mË¡v (entity) †hBiyc nBevi `vwe K‡i †mBiyc nBevi ˆewkó¨| 

(6) Òjf¨ZvÓ A_© †Kv‡bv wba©vwiZ mgq-mxgvi g‡a¨ GKRb e¨enviKvixi wbKU cÖvwß‡hvM¨ Z_¨ 
e¨e ’̄v (Information Systems) hvnv Aby‡gvw`Z mË¡vi Pvwn`v Abyhvqx cÖ‡ek‡hvM¨ I 
e¨envi‡hvM¨| 

(7) ÒKvh©µ‡gi avivevwnKZvÓ A_© Pjgvb Kvh©µg wbwðZKi‡Yi cÖwµqv| 

(8) Ò‡MvcbxqÓ A_© Abby‡gvw`Z †Kv‡bv e¨w³, ¯̂Zš¿ mË¡v (entity), †Kv‡bv e¨e ’̄v (System) 
ev cÖwµqv Z_¨ cÖvß nB‡e bv wKsev Dnv‡`i wbKU Z_¨ cÖKvk Kiv nB‡e bv| 

(9) ÒcÖZ¨qbÓ A_© †Kvb gvb wba©viYKvix cÖwZôvb ev cÖwZôv‡bi evwn‡ii we‡klÁ KZ©„K 
ch©v‡jvPbvi gva¨‡g †Kvb ms ’̄v‡K Zvnv‡`i Z_¨ e¨e ’̄vcbvi mv‡_ mswkøó AeKvVv‡gv I Z_¨ 
wbivcËv e¨e ’̄v welqK c×wZi g~j¨vqb| 

(10) Ò‡kÖwYKiYK…Z Z_¨Ó A_© wbivcËvwelqK cÖweavb (The Security Regulations) Abyhvqx 
†kÖwYKiY Kiv nBqv‡Q GBiyc Z_¨| 

(11) Òwbqš¿YÓ A_© wbqš¿Y ewj‡Z cÖkvmwbK, KvwiMwi, e¨e ’̄vcbvwelqK, wKsev AvBbmsµvšÍ 
cwjwm, c×wZ, wb‡ ©̀kbv, Abykxjb ev mvsMVwbK KvVv‡gvmn SzuwK e¨e ’̄vcbv‡KB eySvq| wbqš¿Y 
wbivcËv weavb ev weKíe¨e ’̄vi mgv_©K kã wnmv‡eI e¨eüZ nq| 

(12) Òwbqš¿‡Yi D‡Ïk¨Ó A_© wbqš¿Ymg~n ev Í̄evq‡bi dj¯̂iyc hvnv AwR©Z nB‡e Zvnvi 
weeiY| 

(13) Òms‡kvabg~jK e¨e ’̄vÓ A_© mbv³K…Z †Kv‡bv ˆemv`„k¨ ev Ab¨ †Kv‡bv AbvKvw•LZ Ae ’̄vi 
KviY `~ixKi‡Yi e¨e ’̄v| 

(14) ÒAvwocvZvÓ A_© AvwocvZv ev Z‡_¨ Abby‡gvw`Z cÖ‡ek Ggb GK ai‡bi †bUIqvK© 
AvµgY hvnv Z_¨-‡hvMv‡hvM/‡cÖiYKv‡j c¨v‡KU `L‡ji gva¨‡g Kiv nBqv _v‡K| 

(15) Ò¯̂xq-¯̂v‡_© e¨envi (Exploit)Ó A_©  Ggb GKwU †KŠkj ev †KvW hvnvi gva¨‡g †Kv‡bv 
GKwU AiwÿZ Ae ’̄v e¨envi Kwiqv AvµgYKvixi Rb¨ Z_¨ e¨e ’̄vq  cÖ‡e‡ki my‡hvM m„wó Kiv| 

(16) Òwb‡ ©̀kbvcÎ (Guideline)Ó A_© Z_¨ cÖwµqvKiY myweav, Ab¨ †Kv‡bv Z_¨ cÖwµqvKiY 
e¨e ’̄v, †mev ev AeVv‡gv wKsev Zvnv‡`i ev Í̄e Ae ’̄v‡bi cwi‡cÖwÿ‡Z cwjwm-‡Z wee„Z D‡Ïk¨ 
AR©‡b wK Kwi‡Z nB‡e Ges wKfv‡e Kwi‡Z nB‡e Zvnvi weeiY| 

(17) ÒZ_¨ e¨e ’̄vÓ A_© Z_¨ cÖhyw³ e¨env‡ii gva¨‡g B‡j±ªwbK Dcv‡q DcvË cÖwµqvKi‡Yi 
B‡j±ªwbK Z_¨ e¨e ’̄v hvnvi g‡a¨ AšÍfz©³ iwnqv‡Q (hvnv mxgve× _vwK‡e bv) Kw¤úDUvi 
wm‡÷g, mvf©vi, IqvK© †÷kb, Uvwg©bvj, †÷v‡iR wgwWqv, KwgDwb‡Kkb wWfvBm, †bUIqvK© 
wi‡mvm© I B›Uvi‡bU| 

(18) Òky×ZvÓ A_© †KejgvÎ Aby‡gvw`Z e¨w³w`M‡K Z_¨ e¨e ’̄vi gva¨‡g †÷viK…Z ev 
cÖwµqvKiYK…Z Z‡_¨ mKj †ÿ‡Î cwieZ©b Kwi‡Z †`Iqv| 

(19) ÒZ_¨ wbivcËvÓ A_© Z‡_¨i †MvcbxqZv, ky×Zv I jf¨Zv msiÿY; Bnv Qvov Ab¨vb¨ 
ˆewkó¨ †hgb cÖvgvb¨Zv, Revew`wnZv, Ab¯̂xK…wZ (Non repudiation) I wbf©ikxjZvI Bnvi 
AšÍfz©³ nB‡Z cv‡i| 
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(20) ÒZ_¨ wbivcËv (AvBGm) cwjwmÓ A_© e¨e ’̄vcbvwelqK wb‡ ©̀kbvewji Ggb GKwU cÖvgvb¨ 
ZvwjKv hvnv Z_¨-e¨e ’̄vcbvq mwÂZ ev cÖwµqvKiYK…Z †Kv‡bv Abby‡gvw`Z cÖKvk, cwieZ©b ev 
ÿwZ nB‡Z myiÿv Kwievi j‡ÿ¨ Kw¤úDUvi I †bUIqvK© m¤ú‡`i mwVK e¨envi I e¨e¯’vcbv 
m¤ú‡K© mwe Í̄v‡i eY©bv K‡i| 

(21) ÒZ_¨ wbivcËv B‡f›UÓ A_© Z_¨ wbivcËv B‡f›U nBj Z_¨ e¨e ’̄v, Z_¨ †mev ev †bUIqvK© 
m¤úwK©Z Ggb GKwU NUbv hvnv Z_¨ wbivcËv cwjwmi m¤¢ve¨ wePz¨wZ ev msiÿ‡Yi e¨_©Zv‡K 
wb‡ ©̀k K‡i| Bnv Ggb GKwU NUbvI nB‡Z cv‡i hvnv c~‡e© ARvbv wQj Ges hvnv wbivcËvi 
cÖwZ ûgwK ¯̂iyc| 

(22) ÒZ_¨ wbivcËv Bbwm‡W›UÓ A_© GK ev GKvwaK AbvKvw•LZ ev AcÖZ¨vwkZ Z_¨ wbivcËv 
B‡f›U hvnv cÖwZôv‡bi  Kvh©µg e¨vnZ Kwi‡Z cv‡i I Z_¨ wbivcËvi cÖwZ ûgwK wn‡m‡e 
cwiMwYZ nB‡Z cv‡i| 

(23) Òwc‡KAvB (PKI)Ó A_© nvW©Iq¨vi, mdU&Iq¨vi, cwjwm I c×wZi mgš̂‡q MwVZ Ggb 
GKwU KvVv‡gv hvnv Z_¨ wbivcËvi Rb¨ (Keys and Cetificates) e¨e ’̄vcbvq e¨eüZ nq| 

(24) ÒcwjwmÓ A_© e¨e ’̄vcbv KZ©„cÿ KZ©„K AvbyôvwbKfv‡e cÖKvwkZ mvgwMÖK D‡Ïk¨ I 
wb‡ ©̀kbv| 

(25) ÒSzuwK we‡kølYÓ A_© SzuwKi Drm mbv³KiY I SzuwKi cwigvY wbY©q Kiv| 

(26) ÒSzuwK wba©viYÓ A_© SzuwK we‡kølY I g~j¨vq‡bi mvgwMÖK cÖwµqv| 

(27) ÒSzuwK g~j¨vqbÓ A_© SzuwKi gvcKvwVi mwnZ cwigvcK…Z SzuwKi Zzjbv Kwiqv SzuwKi gvÎv 
wba©viY| 

(28) ÒSzuwK e¨e ’̄vcbvÓ A_© SzuwK m¤ú‡K© †Kv‡bv cÖwZôvb‡K wb‡ ©̀kbv cÖ̀ vb I SzuwK wbqš¿Y  
Kwievi mgwš̂Z Kg©ZrciZv| 

(29) ÒSzuwK wbimbÓ A_© SzuwK wbqš¿Y ev n«vm Kwevi e¨e ’̄v wbe©vPb I ev Í̄evq‡bi cÖwµqv| 

(30) ÒmvgvwRK †KŠkj (†mvk¨vj BwÄwbqvwis)Ó A_© e¨w³i wbKU nB‡Z K~U‡KŠk‡ji gva¨‡g 
Z_¨ cvIqv| 

(31) ÒVKv‡bv (Spoofing)Ó A_© QÙ‡ek aviY Kwiqv †Kvb Kw¤úDUvi wm‡÷‡g cÖ‡ek Kwievi 
Rb¨ cÖK…Z AvBwc A¨v‡Wªm-Gi cwie‡Z© GKwU wek¦̄ Í (Trusted) AvBwc A¨v‡Wªm e¨envi Kiv| 

(32) ÒZ…Zxq cÿÓ A_© we‡eP¨ wel‡qi mwnZ ¯̂v_© mswkøó e¨w³ ev cÖwZôvb e¨ZxZ ¯̂Zš¿ e¨w³ 
ev cÖwZôvb| 

5| D‡Ïk¨ 

(1) GKwU †`k ev GKwU ms ’̄vi Rb¨ Z_¨ GKwU ¸iyZ¡c~Y© m¤ú`| miKvi, bvMwiK I 
cÖwZôvbmg~‡ni g‡a¨ Av ’̄v cÖwZôv I Zvnv eRvq ivwL‡Z Z_¨ myiÿv Acwinvh©| Z_¨ wbivcËv 
GKwU ms ’̄vi Rbej I cÖhyw³i mwnZ mswkøó Ggb GKwU cÖwµqv hvnvi gva¨‡g †mB ms ’̄v Zvnvi 
Z‡_¨i msiÿY I wbivcËv weavb K‡i| Z_¨ wbivcËv cwjwm Z_¨‡K AvµgY ev ûgwK ev 
Ace¨envi ev ÿwZ ev Abby‡gvw`Z cÖ‡ekvwaKvi nB‡Z myiÿvi Rb¨ cwjwm I wbqš¿Y †KŠkj 
wba©vi‡Y mnvqZv K‡i| 
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(2) GB wb‡ ©̀kbvc‡Îi (MvBWjvBb) D‡Ïk¨ nBj: 

K. evsjv‡`k miKv‡ii ms ’̄vMywj‡K Z_¨ wbivcËvi welqe ‘̄ Dcjwä Kwi‡Z mnvqZv 
Kiv, 

L. Z_¨ wbivcËv cwjwm cÖYqb Kwi‡Z c×wZ wba©viY Kiv, 

M. Z_¨ wbivcËv cwjwm ev Í̄evq‡b Zvnvw`M‡K h_vh_ wb‡ ©̀kbv cÖ̀ vb Kiv| 

6| MvBWjvB‡bi cwiwa 

evsjv‡`‡k †h mKj miKvwi, Avav-miKvwi, ¯̂vqËkvwmZ cÖwZôvb ev cvewjK wjwg‡UW †Kv¤úwb 
Zvnv‡`i wbR¯̂ Z_¨ wbivcËv cwjwm WKz‡g›U cÖYqb Kwi‡Z AvMÖnx Zvnviv GB wb‡`©kbvcÎ 
(MvBWjvBb) e¨envi Kwi‡Z cvwi‡e| Zvnv‡`i Z_¨ myiÿvi j‡ÿ¨ cwjwm cÖYq‡b Zvnv‡`i Rb¨ 
Bnv GKwU mnvqK `wjj| †Kv‡bv †emiKvwi cÖwZôvbI GB wb‡`©kbvcÎ (MvBWjvBb) AbymiY 
Kwi‡Z cvwi‡e| 

7| Z_¨ m¤ú` 

(1) GB Aby‡”Q` †Kv‡bv ms ’̄vi ¸iyZ¡c~Y© m`m¨‡`i ms ’̄vi Z_¨ ev DcvË m¤ú‡K© Zvnv‡`i aviYv 
cybwbY©‡q mvnvh¨ Kwi‡e| Bnv Zvnvw`M‡K ¯̂ ¯̂ f~wgKv I `vwqZ¡ Abymv‡i wKfv‡e Z‡_¨i 
Ae ’̄vmg~n wbiycY, Z_¨ m¤ú` †kÖwYKiY, Z_¨ m¤ú‡`i gvwjKvbv I ZË¡veavqK wba©viY Ges 
Z_¨ wKfv‡e msiÿY Kwi‡Z nB‡e Zvnv Dcjwä Kwi‡Z mvnvh¨ Kwi‡e| 

(2) Z‡_¨i msÁv 

cÖwZôv‡bi Ab¨vb¨ ¸iyZ¡c~Y© m¤ú‡`i g‡Zv Z_¨ Ggb GKwU m¤ú` hvnv cÖwZôv‡bi Kvh©µ‡gi 
Rb¨ Acwinvh© Ges hvnv h_vh_ Dcv‡q myiwÿZ _v‡K| e¨vcK A‡_© Z_¨ewj‡Z eySvq Ggb wfwË 
hvnvi Dcvi wbf©i Kwiqv ms ’̄v Zvnv‡`i Kvh©µg cwiPvjbv Kwiqv _v‡K| wbf©i‡hvM¨ Z_¨ fv‡jv 
wm×všÍ MÖn‡Y mnvqZv Kwiqv cÖwZôv‡bi mÿgZv e„w× K‡i| miKvi †mB mKj Z_¨ msiÿY 
K‡i, hvnv Kvh© ev Í̄evq‡bi †ÿ‡Î cÖkvmwbK, ivR‰bwZK, evwYwR¨K wKsev e¨w³MZ Kvi‡Y 
MyiyZ¡c~Y©| Abby‡gvw`Z ev AvKw¯§K cwieZ©b, ÿwZ/webó ev AbvKvw•ÿZ cÖKvk nB‡Z GB Z_¨ 
iÿv Kwievi Rb¨ miKv‡ii Ab¨Zg `vwqZ¡ I AvBbMZ eva¨evaKZv iwnqv‡Q| mwVKfv‡e Z_¨ 
e¨env‡ii †ÿ‡Î ˆbwZKZvi welqwUI RwoZ| 

(3) Z‡_¨i wewfbœ iyc nB‡Z cv‡i hvnv wbgœiyc t 

K. cÖvgvY¨ `wjj I KvMRcÎ; 

L. B‡j±ªwbK DcvË; 

M. Z_¨ e¨e ’̄vmg~n (mdU&Iq¨vi, nvW©Iq¨vi I †bUIqvK©) hvnvi gva¨‡g Z_¨ msiÿY, 
cÖwµqvKiY I Av`vb cÖ̀ vb Kiv nq; 

N. e¨w³i eyw×e„wËK Z_¨ (Ávb ev aviYvmg~n); 

O. †fŠZ DcKiYmg~n (Physical items) hvnv nB‡Z Z‡_¨i wWRvBb, Dcv`vb ev 
e¨envi m¤úwK©Z aviYv cvIqv hvB‡e; Ges 

P. Qwe, AwWI ev wfwWI wK¬c| 
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(4) Z_¨ m¤ú‡`i msÁv 
m¤ú` nBj Ggb wKQz hvnv cÖwZôvb, ms ’̄v ev †`‡ki Rb¨ gyj¨evb| GKwU cÖwZôv‡bi Rb¨ Z_¨ 
AZ¨šÍ MyiyZ¡c~Y© m¤ú`| m¤ú` huvnviv e¨envi K‡ib Ges huvnviv Dnvi mË¡vwaKvix †mB me 
†÷K‡nvìvi‡`i g‡a¨ Av ’̄v wbwðZKi‡Yi Rb¨ m¤ú`‡K myiwÿZ ivwL‡Z nB‡e| wbivcËvwelqK 
SzuwK wba©vi‡Yi mwnZ m¤ú` msiÿY GKvšÍfv‡e m¤úwK©Z| wbivcËvwelqK SzuwK wba©vi‡Y  cÖ_g 
KvR nBj mswkøó cÖwZôv‡bi Z_¨ m¤ú‡`i (†hgb: mswkøó cÖwZôv‡bi Kw¤úDUvi e¨e ’̄vq 
msiwÿZ Gwcø‡Kkb †cÖvMÖvg, msiwÿZ DcvË, cÖwZ‡e`b, c‡Y¨i wWRvBb I †¯úwmwd‡Kkb, 
cȪ Íve, Kg©cwiKíbv, Avw_©K `wjjvw`, DcvËfvÛvi (WvUv‡eBm) Ges Ab¨vb¨ dvBj I `wjjcÎ) 
gRy` mgxÿv Kwiqv †`Lv| mgxÿvi D‡Ïk¨ nBj m¤ú`mg~n I Dnv‡`i cwiwa m¤ú‡K© Rvwb‡Z 
mvnvh¨ Kwievi j‡ÿ¨ †mBMywj cwiKíbv Abyhvqx myweb¨ Í̄ Kiv| wewfbœ m¤ú‡`i mwVK 
mË¡vwaKvix wba©viY Ges Zvnv‡`i‡K m¤ú‡`i MyiyZ¡ I Zvrch© wba©vi‡Yi `vwqZ¡ MÖn‡Yi Rb¨ DØy× 
Kiv cÖ‡qvRb| 

(5) m¤ú‡` Kvnviv cÖ‡ekvwaKvi cvB‡e Zvnv wba©vi‡Yi j‡ÿ¨ m¤ú`‡K Aek¨B †kÖwYKiY 
Kwi‡Z nB‡e| Z_¨ m¤ú` mwVKfv‡e wPwýZ Ges mwVKfv‡e †kÖwYK…Z I Zvnv‡`i cwiwa 
wba©vwiZ nB‡j cieZx© c‡`ÿc nB‡e Kvnvi †Kvb Z‡_¨ cÖ‡ekvwaKvi _vwK‡e Zvnv wba©viY Kiv| 
A‡bK ai‡Yi m¤ú` iwnqv‡Q hvnv wbgœiyc (wKš‘ Bnv‡`i g‡a¨ mxgve× b‡n): 

K. DcvËfvÛvi (WvUv‡eBm) I WvUv dvBj Pzw³ cÎ, cÖ‡mm mn System 
documentation, M‡elYv Z_¨, e¨envi-wewa, cÖwkÿY-DcKiY, cwiPvjbv ev 
mnvqK c×wZ (operational or support procedures), Kvh©µ‡gi avivevwnKZv 
cwiKíbv (business continuity plans), Amyweavi m¤§yLxb nB‡j we‡kl e¨e ’̄v 
PvjyKiY (fallback arrangements), AwWU weeiYx Ges P~ovšÍfv‡e msiwÿZ Z_¨ 
(archived information); 

L. A¨vwcø‡Kkb mdU&Iq¨vi, wm‡÷g mdU&Iq¨vi, wm‡÷g Dbœqb hš¿vsk Ges Ab¨vb¨ 
Riyix cÖ‡qvRbxq myweavw`; 

M. Kw¤úDUvi miÄvg, KwgDwb‡Kkb miÄvg, ’̄vbvšÍi‡hvM¨ cÖPvi miÄvg I Ab¨vb¨ 
miÄvg; 

N. wnmve I †hvMv‡hvM †mev (Computing and Communication Services); 
O. Rbej, Zuvnv‡`i †hvM¨Zv, `ÿZv I AwfÁZv; 
P. e ‘̄MZ b‡n Ggb m¤ú` †hgb cÖwZôv‡bi mybvg I fveg~wZ©| 

(6) †Kvb Kvh©µg cwiPvjbv ev ev Í̄evq‡bi mgq Z_¨ m„wó, cÖwµqvKiY, RgvKiY, msiÿY Kiv 
nq ev Bnv gywQqv †djv nq| msiwÿZ DcvËfvÛvi (database), wPwVcÎ (mail), †mvm© †KvW, 
`vwjwjK KvMRcÎ, wWRvBb, B-‡gBj, WvUv‡em, cÖ‡mm WvUv, Qwe BZ¨vw` Bnvi D`vniY| 

(7) Z_¨ m¤ú` nBj mywbw`©ófv‡e msÁvwqZ Kiv hvq Ges †h †Kv‡bv gva¨‡g mwÂZ Kiv hvq 
Ggb Z_¨ hvnv cÖwZôv‡bi Rb¨ Ôg~j¨evbÕ ewjqv ¯̂xK…Z| GKwU cÖwZôv‡bi Rb¨ me‡P‡q MyiyZ¡c~Y© 
I g~j¨evb Z_¨ nB‡jv †mBMywj hvnv H ms ’̄vi g~j ev mev©waK MyiyZ¡c~Y© `vwqZ¡, mvg_© ev 
jÿ¨gvÎvi mv‡_ mswkøó| Z‡_¨i †MvcbxqZv, ky×Zv I mnRjf¨Zv f½ nB‡j cÖwZôvb KZLvwb 
ÿwZMȪ Í nB‡e Zvnvi gva¨‡g eySv hvq H cÖwZôv‡b Z_¨ m¤ú‡`i KZLvwb g~j¨| cÖwZôv‡bi 
m¤¢ve¨ ÿwZmg~‡ni g‡a¨ iwnqv‡Q-cÖZ¨ÿ I c‡ivÿ Avw_©K ÿwZ (ZvrÿwYK ev cieZx©), ivR¯̂ 
NvUwZ, †mev cÖ̀ vbwelqK eva¨evaKZv c~i‡Y e¨_©Zv ev mybvg nvwb| wbivcËv weav‡b e¨_©Zvi 
c‡ivÿ djvdjI we‡ePbv Kwi‡Z nB‡e| Z_¨ m¤ú‡`i g~j¨ wbiyc‡Yi wfwË nBj t 

K. Z_¨ m¤ú‡`i †MvcbxqZv (Confidentiality); 
L. Z_¨ m¤ú‡`i ky×Zv; (Integrity) 
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M. Z_¨ m¤ú‡`i cÖvgvY¨Zv (Authenticity); 

N. Ab¯̂xK…wZ (non-repudiation); Ges 

O. Z_¨ m¤ú‡`i mnRjf¨Zv (Availability)| 

(8) Z‡_¨i wewfbœ iyc 

c~‡e© D‡jøL Kiv nBqv‡Q †h, Z‡_¨i wewfbœ iyc iwnqv‡Q| Bnvi Ae ’̄vI wewfbœ| Z_¨ 
wbivcËvwelqK cwjwm DbœqbKv‡j ms ’̄vi Rb¨ H mKj Ae ’̄v we‡ePbv Kiv LyeB Riywi| Z‡_¨i 
mvaviY Ae ’̄vmg~n nBj: 

K. Z_¨ hvnv P~ovšÍfv‡e msiÿY Kiv nBqv‡Q (archived) (cyiv‡bv w`‡bi µgcywÄf~Z) 

L. ms ’̄vi GKvšÍ wbR¯̂ Z_¨ ev Rbe‡ji Z_¨ hvnv †WUv‡em (database) ev †Uc-
WªvBf ev Ab¨ †Kv‡bv wgwWqvq mwÂZ _v‡K; 

M. Gwcø‡KkÝ Øviv cÖwµqvKiYK…Z ˆ`bw›`b Kvh©µgwelqK Z_¨; 

N. ms ’̄vi I‡qemvBU-G cÖ̀ Ë ÷¨vwUK I WvBbvwgK Z_¨; 

O. †hvMv‡hvM/wPwVcÎ †jb‡`b, Dcjwä I Ávb; 

P. Z_¨ hvnv ms ’̄v/miKv‡ii B›Uªv‡bU-G cÖwµqvKiYK…Z; 

Q. Z_¨ hvnv ms ’̄v/miKv‡ii B›Uªv‡bU-G cÖwµqvKiYK…Z; 

R. Z_¨ hvnv G·Uªv‡bU-G cÖwµqvKiYK…Z| 

(9) Z‡_¨i wewfbœ cÖKvi Ae ’̄vi Rb¨ wewfbœ ai‡bi wbivcËv †KŠkj cÖ‡qvRb| Z‡_¨i MyiyZ¡ 
we‡ePbv Kwiqv I cÖ‡qvRb Abymv‡i Z‡_¨i †kÖwYKiY Kwiqv Bnv Kwi‡Z nB‡e| Z‡_¨i Myiy‡Z¡i 
wfwË‡Z GKB ai‡bi Z‡_¨i Rb¨ wbivcËv wbqš¿Y Av‡ivc Kiv LyeB mnR I myweavRbK| 
cÖ‡Z¨K ms ’̄v‡K Zvnvi Z‡_¨i Ae ’̄v wbY©q Kwiqv †kÖwYKiYK…Z Z‡_¨i mwnZ mvgÄm¨ ivwLqv 
wbivcËv cwjwm wbiycY Kwi‡Z nB‡e| 

(10) Z‡_¨i †kÖwYKiY 

wewfbœ c×wZ‡Z wewfbœ ai‡bi Z‡_¨i wbivcËv weavb Kwi‡Z nB‡e| myZivs GKwU †kÖwYKiY 
c×wZ cÖ‡qvRb hvnvi Øviv †kÖwYKiY Kiv nB‡e| †kÖwY Abymv‡i wKfv‡e Z_¨ e¨envi Kwi‡Z 
nB‡e †mB wel‡q GKwU cwjwm cÖYqb Kwi‡Z nB‡e Ges Z`vbyhvqx Z_¨ e¨enviwelqK wbivcËv 
†KŠkj cÖ‡qvM Kiv nB‡e| Z_¨ †kÖwYKi‡Yi d‡j mwVK gvÎvq Z‡_¨i myiÿv wbwðZ nq| Z‡_¨i 
cÖ‡qvRbxqZv, AMÖvwaKvi I Z_¨ e¨env‡i cÖZ¨vwkZ myiÿv cÖ̀ v‡bi welq wb‡ ©̀k Kwievi Rb¨ 
Z_¨ †kÖwYKiY Kwi‡Z nB‡e| Z‡_¨i g‡a¨ ¯úk©KvZiZv I Myiy‡Z¡i wewfbœ gvÎv iwnqv‡Q| wKQz 
wKQz Z‡_¨i AwaK gvÎvi myiÿv ev mZK©Zvi mv‡_ e¨env‡ii cÖ‡qvRb nB‡Z cv‡i| h_vh_ 
wbivcËv Í̄i wba©viY Ges Z`vbyhvqx mZK©Zvi mv‡_ e¨env‡ii cÖ‡qvRbxqZv mswkøó‡`i AewnZ 
Kwi‡Z Z‡_¨i †kÖwYKiY c×wZ e¨envi Kwi‡Z nB‡e| 
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(11) †`k ev ms ’̄vi wbKU Z‡_¨i g~j¨gvb, AvBbMZ cÖ‡qvRb, ¯úk©KvZiZv I MyiyZ¡ Abymv‡i 
Z‡_¨i †kÖwYKiY Kiv hvB‡Z cv‡i| †`k I ms ’̄v †f‡` †kÖwYKiY c×wZi g‡a¨ wfbœZv iwnqv‡Q| 
AwaKvsk †`‡k mvaviYZ wb‡gœv³ cuvPwU †kÖwY‡Z Z_¨‡K wef³ Kiv nq; 

K. m‡e©v”P †Mvcbxq (Top Secret) 

L. GKvšÍ †Mvcbxq (Secret) 

M. †Mvcbxq (Confidential) 

N. mxwgZ (Restricted) 

O. D¤§y³ ev A‡kÖwYKiYK…Z (Public or Unclassified) 

(12) Z_¨m¤ú` †kÖwYKiY Kwievi mgq Bnv miKvwi AvBb I wewaweav‡bi mwnZ 
m½wZc~Y© wKbv Zvnv †`wLqv jB‡Z nB‡e| †Kvb ms ’̄v Zvnv‡`i wbR¯̂ cÖ‡qvR‡b Kg ev †ewk Í̄i 
wewkó †kÖwYweb¨vm c×wZ AbymiY Kwi‡Z cv‡i| Z‡e ms ’̄vi Rb¨ me©vwaK MyiyZ¡c~Y© KvR nBj 
Zvnv‡`i wb‡R‡`i Z_¨ we‡kølY Kwiqv Z‡_¨i Ae ’̄v I †kÖwYweb¨vm wbiycb Kiv| †kÖwYweb¨vm 
Abyhvqx ms ’̄v Z_¨ m¤ú‡`i Dci wbivcËv wbqš¿Y Av‡ivc Kwi‡e| 

(13) Z‡_¨i mË¡vwaKvix 

Z‡_¨i mË¡vwaKvix nB‡jb Ggb GKRb e¨w³ wewfbœ Ae ’̄vi wfwË‡Z Z‡_¨i †kÖwYKi‡Yi Rb¨ 
`vwqZ¡ cÖvß Ges huvi Z‡_¨i †MvcbxqZv, ky×Zv, cÖvgvY¨Zv I jf¨Zv iÿvi Dci Kvh©Ki wbqš¿Y 
iwnqv‡Q| Z‡_¨i mË¡vwaKvixi Dci Z_¨ m„wó, Dbœqb, iÿYv‡eÿY Kwievi; Z_¨ m¤ú‡`i Dci 
wbivcËv wbqš¿Y Av‡ivc Kwievi; h_vh_ ch©v‡qi myiÿv e¨e ’̄v Av‡ivc Kwievi `vwqZ¡ _vwK‡e| 
†mB mv‡_ Avw_©K e¨q I mydj jv‡fi w`K we‡ePbvq Avwbqv cÖwZôv‡bi g~j D‡Ïk¨ I jÿ¨ 
ev Í̄evqb wbwðZ Kwi‡Z mg‡q mg‡q Z‡_¨i †kÖwYKiY, wbivcËv wbqš¿Y, ch©vqµwgK 
cÖ‡ekvwaKvi mxwgZKi‡Yi welqmg~n cybwe©‡ePbv Kwievi Rb¨ Zvnvi KZ©„Z¡ I `vwqZ¡ _vwK‡e| 

(14) Z‡_¨i msiÿK 

Z‡_¨i msiÿK nB‡jb Z‡_¨i mË¡vwaKvix KZ©„K wb‡qvwRZ Ggb GKRb e¨w³ whwb mË¡vwaKvix 
KZ©„K cÖewZ©Z iÿYv‡eÿY I wbqš¿Y e¨e¯’v AbymiY Kwiqv Z_¨ myiÿv Kwi‡eb| wZwb 
Ab¨‡`i‡K Z_¨ cÖ̀ vb Kwievi cÖ‡qvRb nB‡j †m wel‡q mË¡vwaKvix KZ©„K `vwqZ¡cÖvß nB‡eb| 
msiÿK Z‡_¨i mË¡vwaKvix KZ©„K wba©vwiZ Dcv‡q wbqwgZ e¨vKAvc (Backup) I Dcv‡Ëi 
MÖnY‡hvM¨Zv (validity) hvPvB Kvh©µg m¤úbœ Ges e¨vKAvc (Backup) nB‡Z wewfbœ Dcv‡q 
DcvË bZzb fv‡e msiÿY Kwi‡eb I Z‡_¨ cÖ‡ekvwaKv‡i wbqš¿Y Av‡ivc KwieviI `vwqZ¡ cvjb 
Kwi‡eb| cÖwZwU Z_¨m¤ú` GKRb msiÿ‡Ki `vwq‡Z¡ _vwK‡e| msiÿK‡K Z_¨ m¤ú‡`i 
wbivcËvi Rb¨ P~ovšÍfv‡e `vwqZ¡kxj _vwK‡Z nq| †mB Rb¨ Zvnv‡K wbwðZ nB‡Z nq †h mKj 
`vwqZ¡ h_vh_fv‡e m¤úbœ nB‡Z‡Q| 

(15) `vwqZ¡ I KZ©e¨ 
ms ’̄vmg~n Zvnv‡`i AvIZvq _vKv Z_¨ m¤ú`mg~‡ni h_vh_ wbivcËvi Rb¨ `vwqZ¡kxj _vwK‡e| 
ms ’̄vmg~n me‡P‡q fvj eywS‡Z cv‡i †h Zvnv‡`i Z_¨-m¤ú`mg~‡ni MyiyZ¡ wK, Bnvi g~j¨ wKiyc 
Ges Bnvi cÖwZ wK SzuwK Av‡Q Ges Zvnv myiÿvi Rb¨ Dchy³ c`‡ÿc wK| ZvB cÖwZôvb‡K 
Zvnv‡`i Z_¨ m¤ú‡`i h_vh_ wbivcËv mywbwðZ Kwi‡Z nB‡e| GB jÿ¨ AR©b Kwi‡Z nB‡j 
mKj Z_¨m¤ú‡`i weeiYmn GKRb wba©vwiZ mË¡vwaKvix _vwK‡Z nB‡e| mË¡vwaKvix‡`i‡K Z_¨ 
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wbivcËv e¨e ’̄v wbqš¿‡Yi `vwqZ¡ cÖ̀ vb Kwi‡Z nB‡e| Z_¨ m¤ú‡`i mË¡vwaKvixi Z_¨/m¤ú‡`i 
†kÖwYKiY wba©viY, mg‡q mg‡q Dnv cixÿv-wbixÿv Kwievi Ges Dnv nvjbvMv` Kiv nBqv‡Q 
wKbv I Dnv h_vh_ ch©v‡qi wbivcËv wbqš¿‡Yi wfZ‡i iwnqv‡Q wKbv Zvnv wbwðZ Kwievi `vwqZ¡ 
_vwK‡e| h_vwenxZ we‡ewPZ nB‡j mywbw`©ó †Kv‡bv `vwqZ¡ Ab¨‡K †`Iqv hvB‡Z cv‡i, Z‡e Z_¨ 
m¤ú‡`i mwVK myiÿvi `vwqZ¡ mË¡vwaKvix mvwe©Kfv‡e cvjb Kwi‡eb| †Kv‡bv ms ’̄vi AZ¨šÍ 
MyiyZ¡c~Y© eva¨ZvevaKZv nBj Zvnv‡`i Z‡_¨i `vwqZ¡ evwn‡ii KvnviI Dci cÖ̀ vb bv Kiv A_©vr 
Z_¨ m¤ú‡`i wbivcËvi `vwqZ¡ me©̀ v †h ms ’̄vi Z_¨ Zvnvi wfZ‡iB _vwK‡e| 

(16) Z_¨ m¤ú` msiÿY (Archiving) 

µgvMZ mÂq‡bi d‡j Z_¨ fvÛvi wekvj AvKvi aviY Kwi‡Z cv‡i Ges Bnv Z‡_¨i m‡e©vËg 
e¨env‡i evav m„wó Kwi‡Z cv‡i| G Kvi‡Y e¨envi Dc‡hvwMZv-DËxY©, GKvwaK Kwc, AwZwi³ 
Ges AcÖ‡qvRbxq Z_¨ nq webó bZzev P~ovšÍ msiÿY Kiv hvB‡Z cv‡i| †Kvb ms ’̄vi Z_¨ bó 
Kwi‡Z nB‡j Z‡_¨i mË¡vwaKvix Ges Z_¨ msiÿK‡Ki h_vh_ Aby‡gv`b MÖnY Kwi‡Z nB‡e 
Ges Zvnv‡`i msiwÿZ jM eB‡q bó Kwievi KviY wjwce× Kwi‡Z nB‡e| msiÿ‡Yi †ÿ‡Î 
GKwU ms ’̄v KvMR Ges bw_cÎ msiÿ‡Yi g‡Zv Aek¨B B‡jKUªwbK Z_¨ m¤ú` msiÿ‡Yi welq 
we‡ePbv Kwi‡e| Z_¨ m¤ú‡`i MyiyZ¡ we‡ePbv Kwiqv GKwU ms ’̄v Dnvi Z_¨ m¤ú` msiÿ‡Yi  
†gqv` wba©viY Kwi‡e| †gqv` wba©vi‡Yi †ÿ‡Î ms ’̄v‡K Aek¨B Z_¨ I †hvMv‡hvM cÖhyw³ AvBb-
2006 Gi 9 b¤î aviv Ges Ab¨vb¨ cÖvmw½K AvBb AbymiY Kwi‡Z nB‡e| 

(17) Aby‡”Q` Abyhvqx KiYxq 

Aby‡”Q` 7 G ewY©Z KvRMywj GKwU ms ’̄vi Z_¨ wbivcËv cwjwm h_vh_fv‡e web¨v Í̄ Kivi 
cÖviw¤¢K KvR| mvgwMÖKfv‡e Bnv‡K Z_¨ msMÖn I Z_¨ m¤ú` e¨e ’̄vcbv ejv nq| Bnv m¤úbœ 
Kwi‡Z M„wnZe¨ c`‡ÿcMywj wbgœiyct 

(K) Z_¨ †kÖwYKiY I Dnvi Ae ’̄v 

Z‡_¨i g~j¨, AvBbMZ cÖ‡qvRbxqZv, ¯úk©KvZiZv I ms ’̄vi Rb¨ Myiy‡Z¡i we‡ePbvq Dnvi 
we‡kølY I †kÖwYKiY Kiv Avek¨K| AZtci †kÖwYKiYK…Z Z‡_¨i Ae ’̄vI wbY©q Kwi‡Z nB‡e| 

(L) Z_¨ m¤ú‡`i Bb‡f›Uwi (inventory) 

mKj Z_¨ m¤ú` mbv³ Kwi‡Z nB‡e Ges Dnvi GKwU Bb‡f›Uwi ˆZix I iÿYv‡eÿY Kwi‡Z 
nB‡e| mbv³K…Z mKj Z_¨ m¤ú‡`i MyiyZ¡ wjwce× Kwi‡Z nB‡e| †h †Kvb ai‡Yi wech©q 
nB‡Z Z_¨ m¤ú` cybiy×vi Kwievi Rb¨ Z_¨ m¤ú‡`i Bb‡f›Uwi‡Z m¤ú‡`i aiY, AvKvi, 
Ae ’̄vb, e¨vKvAvc m¤úwK©Z Z_¨, jvB‡mÝ welqK Z_¨ Ges cÖwZôv‡bi Kv‡Q Bnvi 
cÖ‡qvRbxqZv-g~j¨mn Ab¨vb¨ mKj Z_¨ AšÍfz©³ _vwK‡e| Z_¨ m¤ú‡`i GB Bb‡f›Uwi Ab¨ 
Bb‡f›Uwimg~‡ni cÖwZiyc nB‡e bv, Z‡e Ab¨Mywji mwnZ mvgÄm¨c~Y© nB‡Z nB‡e| 

(M) Z_¨ mbv³KiY wPý I e¨envi 

ms ’̄v KZ©„K M„nxZ Z_¨ †kªYxKiY c×wZ Abymi‡Y Z_¨ mbv³KiY I e¨env‡ii Rb¨ GKwU 
Dchy³ c×wZ Dbœqb I ev Í̄evqb Kwi‡Z nB‡e| GB c×wZi g‡a¨ †fŠZ I B‡jKUªwbK AvKv‡i 
we`¨gvb Z_¨ mbv³Ki‡Yi e¨e ’̄v AšÍfy©³ _vwK‡Z nB‡e| 
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(N) Z_¨ m¤ú‡`i mË¡vwaKvi 

Z_¨ cÖwµqvKiY e¨e ’̄vi mwnZ m¤úwK©Z mKj Z_¨ I m¤ú` ms ’̄vi mywbw ©̀ó †Kvb As‡ki 
gvwjKvbvaxb _vwK‡Z nB‡e| Z_¨ m¤ú‡`i mË¡vwaKvix wb‡gœv³ wel‡q `vwqZ¡kxj _vwK‡eb; 

(K) Z_¨ cÖwµqvKiY e¨e ’̄vi mwnZ m¤úwK©Z Z_¨ I m¤ú` h_vh_fv‡e †kªYxKiY 
wbwðZ Kwi‡Z nB‡e; 

(L) cÖ‡ekvwaKvi wbqš¿Y cwjwm we‡ePbv Kwiqv cÖ‡ekvwaKv‡ii eva¨evaKZv I 
†kªYxKiY wba©viY I gv‡S gv‡S ch©v‡jvPbv Kwi‡Z nB‡e; 

(O) Z_¨ m¤ú‡`i MÖnY‡hvM¨ e¨envi 

Z_¨ cÖwµqvKiY e¨e ’̄vi mwnZ m¤úwK©Z Z_¨ m¤ú‡`i MÖnY‡hvM¨ e¨envi wewa wba©viY 
wjwce×KiY I ev Í̄evqb Kwi‡Z nB‡e| mKj Kg©Pvix, wVKv`vi I Ab¨vb¨ e¨enviKvixMY 
GB e¨envi wewa AbymiY Kwi‡eb| 

(P) `vwqZv¡ejx 

Z‡_¨i mË¡vwaKvix, msiÿY I Ab¨b¨ e¨enviKix wba©viY Kwi‡Z nB‡e Ges Zvnv‡`i 
g‡a¨ Z_¨ m¤ú` e¨e ’̄vcbvi `vq-`vwqZ¡ wbw ©̀ó Kwiqv w`‡Z nB‡e| Z_¨ m¤ú‡`i myiÿvi 
j‡ÿ¨ Zvnv‡`i `vq-`vwqZ¡ ¯úóiæ‡c wba©viY Kwi‡Z nB‡e Ges Zvnv gv‡S gv‡S 
ch©v‡jvPbv Kwi‡Z nB‡e| G mKj welqvw` wba©vi‡Yi †ÿ‡Î Z_¨ m¤ú` msiÿY Ges 
msiÿY †gqv`I we‡ePbv Kwi‡Z nB‡e| 

8| Z_¨ wbivcËv †KŠkj 

(1) Z_¨ wbivcËv cwjwm cÖYq‡bi c~‡e© wewfbœ ms ’̄v‡K Z_¨ wbivcËv ûgwK nB‡Z wbivcËvi 
j‡ÿ¨ cÖwµqv, Rbej, cÖhyw³ ,c×wZmg~‡ni mgš̂q mva‡b cwiKíbv MÖnY Kwi‡Z nB‡e| Z_¨ 
wbivcËv m¤úwK©Z b~Zb b~Zb  ûgwK I AiwÿZ Ae ’̄v wbim‡bi j‡ÿ¨ gv‡S gv‡S †KŠkjmg~n 
cybt wbixÿv Kwiqv †`wL‡Z nB‡e| GB Aby‡”Q`wU Z_¨ wbivcËv †KŠkj msµvšÍ we‡k¦i m‡e©vËg 
c×wZmg~n Rvwb‡Z Ges ms ’̄vi cÖ‡qvRb Abyhvqx Abykxjb‡hvM¨ m‡e©vËg c×wZ MÖnY Kwi‡Z 
mnvqZv cÖ̀ vb Kwi‡e| 

(2) †KŠkj cÖYqb 

wbR¯̂ †KŠkj cÖYq‡bi R‡b¨ m‡e©vËg Abykxjbmg~n m¤ú‡K© Rvbv cÖ‡qvRb Z‡e memgq †Kej 
m‡e©vËg Abykxjb¸‡jv MÖnY Kiv †hŠw³K we‡ewPZ bvI nB‡Z cv‡i| GKgvÎ m‡e©vËg 
Abykxjbmg~n MÖn‡Yi d‡j M„nxZ †KŠkjwU AKvh©Ki I Aev Í̄e n‡q cwi‡Z cv‡i| myZivs 
mswkøó ms ’̄vi ev Í̄e Ae ’̄v I cÖPwjZ m‡e©vËg c×wZmg~‡ni mswgkª‡b †KŠkj cÖYq‡bi Dci 
¸iæZ¡v‡ivc Kiv nBqv _v‡K| Z_¨ wbivcËv †KŠkj cÖYq‡b wb‡gœv³ ch©vqmg~n AbymiY Kiv nqt 

(K) ch©vq-1t D‡Ïk¨ 

Z_¨ wbivcËv †KŠkj MÖnY Kwi‡Z nB‡j †Kvb cÖwZôvb/ms ’̄vÕi GKwU D‡Ïk¨ _vwK‡Z nB‡e| 
AwaKvsk  cÖwZôvb/ms ’̄vÕi D‡Ïk¨ nB‡Z‡Q mvBevi †¯ú‡m nvgjv nB‡Z Zvnv‡`i Z‡_¨i myiÿv 
cÖ̀ vb Kiv| Z_¨ Pzwi ev ÿwZi ûgwK ms ’̄vi jÿ¨ I Kvh©KvwiZv‡K e¨vnZ Kwi‡Z cv‡i| myZivs 
ûgwK nB‡Z Z_¨ myiÿv KwiZ nB‡j cÖwZôvbmg~n‡K Zvnv‡`i jÿ¨ I D‡Ïk¨ w ’̄i KwiZ nB‡e| 



12530 evsjv‡`k †M‡RU, AwZwi³, GwcÖj 6, 2014 

(L) ch©vq-2t Dcjwä 

†Kvb ms ’̄vi wbivcËv bxwZ cÖYq‡bi c~‡e© †mB ms ’̄v m¤ú‡K© cwic~Y© aviYv _vKv Avek¨K| 
ms ’̄vi jÿ¨ I D‡Ïk¨mg~n we‡ePbvq AvbvI Riæix| †h mKj bxwZmg~n cÖYqb Kiv nB‡e 
Dnv‡`i mv‡_ ms ’̄vi eZ©gvb bxwZ, wewa, cÖweavb I AvB‡bi mvgÄm¨Zv _vKv evÃbxq| bxwZ 
cÖYxZ nIqvi c~e© ch©v‡q-Z_¨ m¤ú` Ges Dnvi mwnZ m¤úwK©Z SuywK, `ye©j w`K¸‡jv I 
ûgwKmg~n wPwýZKiY, mwbœwnZ e¨q I SuywK cÖkg‡bi kZKiv nvi D‡jøL Kwiqv m¤¢ve¨ cÖwZiÿv 
I wbqš¿Ymg~n wPwýZKiY Ges `vwqZ¡ I KZ©e¨mg~n cyYtwba©viY m¤úwK©Z Z_¨ msMÖn  KivI 
Riæix| 

(M) ch©vq-3t cwiKíbv 

Dcvby‡”Q` (4) AbymiYc~e©K msM„nxZ Z_¨ Ges mswkøó ms ’̄vi jÿ¨ I D‡Ïk¨ we‡ePbv KiZt 
GB ch©v‡q wbivcËv bxwZ cÖYqb Kwi‡Z nB‡e| GB ch©v‡q cÖYxZe¨ bxwZ Õi mv‡_ wewaeä 
cÖYvjx, gvb`Û MvBWjvBb BZ¨vw`I AšÍfy©³ nB‡e| wbivcËv bxwZ cÖYqbKv‡j ms ’̄v‡K 
ISO/IEC 27002: Code of Practice for Information Security Management nB‡Z 
mvnvh¨ I gvb`Û hvPvB Kwiqv jIqv hvB‡Z cv‡i| GKBfv‡e bxwZ msKjbKv‡j ms ’̄v‡K 
Zvnv‡`i Z_¨ m¤ú‡`i Ae ’̄vb wba©viY Ges Bnv Zvnv‡`i wbR¯̂ AvIZvfy³ _vwK‡e bvwK evwn‡i 
_vwK‡e Zvnv wba©viY Kwiqv jB‡Z nB‡e| miKvix ms ’̄vmg~n Aek¨B Zvnv‡`i Z_¨ m¤ú`mg~n 
†`‡ki Af¨šÍ‡i ivLv wbwðZ Kwi‡eb| evsjv‡`k Kw¤úDUvi KvDwÝ‡j iwÿZ RvZxq WvUv 
†m›Uv‡i miKvix ms ’̄vmg~‡ni Z_¨ msiÿ‡Yi Rb¨ civgk© †`Iqv nBj| bxwZmg~n ejerKi‡Yi 
c~‡e© cÖ‡qvMKvix ms ’̄v Ges e¨enviKvixM‡Yi mv‡_ civgk© Kiv hvB‡Z cv‡i| G ai‡Yi 
civg‡k©i d‡j GKwU Kvh©Kix wbivcËv bxwZ cÖYqb mnR nB‡e| 

(N) ch©vq-4t ev¯Íevqb 

cwjwm I Ab¨vb¨ cÖvmw½K cÖ×wZmg~n ev wb‡`©kbvcÎ cÖYq‡bi ci ms ’̄v Aek¨B Zvnvi 
Rbej‡K cÖwkwÿZ Kwi‡e Ges D³ bxwZmg~n ev Í̄evqbKvix‡`i (e¨e ’̄vcbv KZ…©cÿ, cwiPvjbv 
cl©̀ , Kg©Pvixe„›` cÖgyL) g‡a¨ weZiY Kwi‡e Ges GB g‡g© Zvnv‡`i mv‡_ HK¨g‡Z †cuŠQvB‡eb 
†h, ev Í̄evqbKvixMY H bxwZmg~n m¤ú~Y©fv‡e Abyaveb Kwiqv‡Qb Ges Dnv gvwbqv Pwj‡Z m¤§Z 
Av‡Qb| wbivcËv bxwZ MÖnY I Zv AbymiY Kivi g~j PvweKvwVB nBj wkÿv wbivcËvi cÖ‡qvR‡b 
Rbej‡K cÖwkwÿZ Kiv Ges bxwZ msKjb cÖwµqvq Zvnv‡`i‡K m¤ú„³ Kiv ¸iæZ¡c~Y© GB R‡b¨ 
†h, Bnv Zvnv‡`i‡K cwjwm GovBqv Pjv Ges Zvnvi d‡j cwjwm AKvh©Ki nIqv †_‡K weiZ 
ivwL‡e| †mwgbvi I m‡PZbZv e„w× msµvšÍ cÖPvivwfhvb ¸‡jv Z_¨ wbivcËvi we‡klZt Gi 
cvmIqvW© wbe©vPb, w¯Œb jwKs, `wjj wPwýZKiY Ges †fŠZ wbivcËvi Zvrch© Abyave‡b mvnvh¨ 
K‡i| GQvov GKwU mv_©K ev Í̄evq‡bi Rb¨ cÖviw¤¢K ch©v‡q mnvqZv  †W¯‹I Pvjy Kiv hvB‡Z 
cv‡i| 

(O) ch©vq-5t gvb¨Zv hvPvB 

†Kvb ms ’̄v Ggb GKwU c×wZ D™¢veb Kwi‡e hvnvi gva¨‡g †mLvbKvi bxwZmg~n KZUyKy AbymiY 
Kiv nB‡Z‡Q Zv cwigvc Kiv hvB‡e Ges GKwU wbw`©ó †gqv`v‡šÍ G ai‡Yi gvb¨Zv hvPvB 
Kwi‡e| ejerK…Z bxwZmg~‡ni mdj ev Í̄evqb wbwðZ Kwi‡Z GKwU wbixÿv `j MVb Kivi 
welqwU Dch©y³ c×wZi AšÍfy©³ nB‡Z cv‡i| wbivcËv bxwZmg~‡ni gvb¨Zv cwiexÿ‡Yi Rb¨ 
`vwqZ¡cÖvß wbixÿKMY H bxwZ ev Í̄evqbKvix‡`i nB‡Z ¯̂Zš¿  nB‡eb| bxwZmg~n K‡Vvifv‡e 
ev Í̄evqb Kwi‡Z nB‡e Ges Agvb¨Zvi †ÿ‡Î kvw Í̄i weavb _vwK‡Z nBe| 
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(P) ch©vq-6t cwiexÿY I g~j¨vqb 

mg‡qi e¨eav‡b b~Zb b~Zb ûgwKi Avwef©ve nq ewjqv fwel¨‡Z Z_¨ e¨e ’̄vcbv Dbœq‡bi Rb¨ 
GKwU g~j¨vqb I cwiexÿY †KŠkj Aej¤b̂ Kiv Riæix| cÖwZôv‡bi cwieZ©‡bi mv‡_ mv‡_ †h 
b~Zb b~Zb ngwKi m„wó nq †mUvI g~j¨vqb I cwiexÿ‡b †KŠk‡ji AšÍfy©³| b~Zb m„ó †Kvb 
ûgwK cÖkvm‡bi Rb¨ wbivcËvi wbqš¿Ymg~‡n cÖ‡qvR‡b cwieZ©b Kwi‡Z nB‡e| Kg©̀ ÿZvi 
Dbœq‡bi Rb¨ `iKvi nB‡j cÖwkÿ‡Yi gZ ¸iæZ¡c~Y© wel‡qi Av‡qvRb Kiv hvB‡Z cv‡i| 
mg‡qi mv‡_ Zvj wgwj‡q wbivcËv bxwZmg~‡ni cÖvmw½KZv eRvq ivLv AZ¨šÍ Riæix| cÖ‡qvR‡b 
b~Zb b~Zb bxwZ AšÍf©y³ Kiv hvB‡Z cv‡i| 

(3) Aby‡”Q` Abyhvqx KiYxq 

GB Aby‡”Q‡` wbivcËv bxwZ msµvšÍ †KŠkjmg~n eY©bv Kiv nBqv‡Q| Kvh©Kifv‡e Z_¨ m¤ú‡`i 
myiÿv †`evi j‡ÿ¨ Z_¨ wbivcËv bxwZmg~n cÖYqb Kiv GKwU ms ’̄vi mviv Rxebe¨vcx KvR| 
wewfbœ ai‡Yi ûgwK nB‡Z g~j¨evb Z_¨m¤ú‡`i wbivcËv cÖ̀ v‡bi Rb¨ ms ’̄vmg~n KZ…©K Aek¨B 
GB Aby‡”Q‡` ewY©Z avc¸‡jv AbymiY Kwi‡Z nB‡e| Aby‡”Q` 7.9 G ewY©Z KiYxq welqmg~n 
c~‡e© ewY©Z †KŠkj¸‡jvi avcmg~‡niB Askwe‡kl| GB wb‡`©wkKv cÎwU e¨enviKvix‡`i †Kvb 
KvRwU Av‡M Ki‡Z n‡e †m wel‡q weåvšÍ bv nIqvi Rb¨ mZK© _vwK‡Z nB‡e| hvnviv †Kvb 
ms ’̄vi Rb¨ Z_¨ wbivcËv bxwZ cÖYqb Kwi‡Z Pv‡nb, Zvnviv 8.1 Aby‡”Q‡` ewY©Z avcmg~n 
nB‡Z ïiæ Kwi‡eb| Ab¨vb¨ Aby‡”Q`¸‡jv GB 6 (Qq) wU avc m¤úbœ Kwi‡Z mvnvh¨ Kwi‡e| 

9| SuywK, ûgwK I AiwÿZ Ae ’̄v 

(1) wbivcËv cwjwm cÖYq‡bi mgq cÖ‡Z¨K cÖwZôvb ev ms ’̄v‡K m¤¢ve¨ Ggb mKj SuywKi wel‡q 
mZK© _vwK‡Z nB‡e hvnv Zvnv‡`i Z_¨ m¤ú‡`i wbivcËv wewNœZ Kwi‡Z cv‡i| Zvnv‡`i Z_¨ 
m¤ú` bó Kwiqv w`‡Z cv‡i Ggb ûgwK I AiwÿZ Ae ’̄v m¤ú‡K©I cÖwZôvb ev ms ’̄vi ¯úó 
aviYv _vwK‡Z nB‡e| Z_¨ m¤ú‡`i h_vh_ msiÿ‡Yi Rb¨ SuywK, ûgwK I AiwÿZ Ae ’̄v 
m¤ú‡K© my¯úó aviYv Acwinvh©| GB Aby‡”Q` ms ’̄v‡K ûgwK, SuywK I AiwÿZ Ae ’̄v m¤ú‡K© 
Rvwb‡Z Ges Dnv wPwýZ I we‡kølY Kwi‡Z mvnvh¨ Kwi‡e| 

2| SuywK, ûgwK I AiwÿZ Ae ’̄v m¤ú‡K© aviYv 

(K) SuywKt 

†Kv‡bv AiwÿZ Ae ’̄v _vKvi my‡hv‡M D™¢yZ ûgwK nB‡Z Z_¨ m¤ú`  nviv‡bv, ÿwZ ev aŸs‡mi 
m¤¢vebv (nB‡Z cv‡i Avevi bvI nB‡Z cv‡i)| SuywK n«v‡mi Rb¨ SzwK wPwýZKiY Ges gv‡S 
g‡a¨ SuywK e¨e ’̄vcbv cÖwµqvKiY Kiv cÖ‡qvRb| ms ’̄v‡K Zvnv‡`i Z_¨ m¤ú‡`i m¤¢ve¨ ÿwZ 
mvab Kwi‡Z cv‡i Ggb eo eo SyuwK m¤ú‡K© AewnZ _vwK‡Z nB‡e| eo eo SuywK/`ye©jZvi 
KviYmg~n nBj t 

K. wbivcËv wbwðZKi‡Yi Rb¨ Ach©vß e¨e ’̄v 

L. Z_¨ †kªwYKiYK…Z bv _vKv 
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M. Am¤ú~Y© Z_¨ wbivcËv cwjwmi AbymiY 

N. wbivcËv mZK©Zvi Afve 

O. Z_¨ e¨e ’̄vq `ye©j cÖ‡ekvwaKvi wbqš¿Y 

P. `vßwiK †Kv‡bv cwjwm bv _vKv Ges cwiexÿY (Monitoring)/AbycÖ‡ek 
AbymÜvbKvix ev BwÝ‡W›U †gvKvwejvi Rb¨ wUg bv _vKv 

Q. cwiPvjbv Kvh©µg (Operating procedures) wjwce× bv _vKv 

R. Kg©Pvixe„›` ch©vßfv‡e cwiwPwZ bv _vKv Ges cwi`k©bKvix‡`i evavnxb wePi‡Yi 
my‡hvM _vKv  

S. f~wgK¤úcÖeY GjvKvq feb Aew ’̄Z nIqv 

T. feb eb¨vcÖeY GjvKvq Aew ’̄Z nIqv wKsev cvwb wb®‹vkb e¨e ’̄v bv _vKvq m„ó 
eb¨vq ÿwZMȪ Í nIqvi m¤¢vebv _vKv 

U. AwMœ cÖwZ‡ivaK e¨e ’̄v bv _vKv, BZ¨vw`| 

(L) ûgwKt 

ûgwK Ggb †Kv‡bv AbvKvw½Z BwÝ‡W‡›Ui m¤¢ve¨ KviY hvnv †Kvb wm‡÷g-Gi ev cÖwZôv‡bi  
Z_¨ m¤ú‡`i ÿwZ mvabKwi‡Z cv‡i| ûgwK Ggb wKQy hvnv D‡Ïk¨g~jKfv‡e ev AvKw¯§Kfv‡e 
AiwÿZ e¨e ’̄vi my‡hvM MÖnY Kwiqv m¤ú` bó ev aŸsm Kwi‡Z cv‡i| cÖvK…wZK wech©‡qi Kvi‡Y 
ev ms ’̄vi wfZ‡i wKsev evwn‡ii D‡Ïk¨g~jK ev AvKw¯§K Kg©Kv‡Ûi d‡j ûgwKi m„wó nq| Z_¨ 
m¤ú‡` ev Zvnv‡`i mnvqK AeKvVv‡gv‡Z (nvW©Iqvi wKsev mdU&Iq¨vi) AiwÿZ Ae ’̄vi Kvi‡Y 
AwaKvsk ûgwKi NUbv N‡U| wbivcËv ûgwKi Kvi‡Y AbvKvw½Z †h mKj NUbv NwU‡Z cv‡i 
Zvnv nBjt 

K. Abby‡gvw`Z AbycÖ‡ek 

L. Z_¨ cÖKvk 

M. AvBbMZ ỳe©jZvi Kvi‡Y ûgwK  

N. AšÍN©vZx KvR 

O. wbivcËv mZK©Zvi AcÖZyjZv 

P. `ye©j wbivcËv cwjwm 

Q. cÖZviYv 

R. AZ¨vwaK   Kv‡Ri Pvc 
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S. †mev MÖn‡Y cÖwZeÜKZvi Dcw ’̄wZ (Denial of Service) 

T. VKv‡bv (Spoofing) 

U. me©ÿY cwijwÿZ ûgwK (Advanced persistent threat) 

V. ÎæwUhy³ Gwcø‡Kkb (Application with bugs)  

W. AvwocvZv BZ¨vw`|  

X. cwiwPwZ AvZ¥mvZ (Identity Theft) 

Y. wWGbGm wbivcËv ûgwK (DNS Security Threat) 

(M) AiwÿZ Ae ’̄v 

AiwÿZ Ae ’̄v nB‡j ÎæwU ev ỳe©jZv hvnv †Kv‡bv ms ’̄vi m¤ú` ev mvg‡_©i mwnZ m¤ú„³| Bnv 
GK ev GKvwaK Kvi‡Y m„ó ûgywKi Øviv m¤ú‡`i ÿwZ Kwi‡Z cv‡i Ggb Ae ’̄v| myZivs †h 
AiwÿZ Ae ’̄v †Kv‡bv m¤ú‡`i ÿwZi ûgwK m„wó Kwi‡Z cv‡i bv Zvnv wbivcËv SuywK wnmv‡e MY¨ 
nB‡e bv| mvaviYZ wbgœwjwLZ Kvi‡Y AiwÿZ Ae ’̄v jÿ¨ Kiv hvq t 

K. ÎæwUc~Y© c×wZ 

L. ¯̂í `ÿ Kg©Pvix, 

M. ÎæwUhy³fv‡e ’̄vwcZ ev ÎæwUhy³ cÖhyw³| 

(N) AiwÿZ Ae ’̄v‡K Kv‡R jvMvBevi Rb¨ GKwU ûgwK‡K AiwÿZ Ae ’̄vi hy‡hvM MÖn‡Yi gZ 
cwiw ’̄wZ _vwK‡Z nB‡e| Z_¨ mswkøó wbivcËvi Rb¨ ÒRvwbevi j‡ÿ¨ cÖ‡qvRbÓ (Need to 

Know) bxwZ AbymiY Kwiqv Rbej I cÖhyw³ Dfq †ÿ‡Î cÖ‡qvM Kwi‡Z nB‡e| ms ’̄vi Rb¨ 
Bnv ¸iæZ¡c~Y© nB‡e †h AiwÿZ Ae ’̄v m¤úK© Rvbv Ges h_vh_ e¨e ’̄v MÖnY Kiv| m¤¢eZ 
AwaKvsk AiwÿZ Ae ’̄v nBj Ò†mvkvj BwÄwbqvwisÓ-Gi cÖwZ Kg©Pvix‡`i ms‡e`bkxjZv| 
mKj Kg©Pvixi Rb¨ wbivcËv m‡PZbv GKwU ¸iæZ¡c~Y© iÿvKeP| mswkøó m¤ú‡`i Av‡jv‡K 
AiwÿZ Ae ’̄v‡K wbgœwjwLZfv‡e †kªYxweb¨vm Kiv hvq t 

K. cÖvwZôvwbK, 

L. Kg©Pvix mswkøó, 

M. cwi‡ekMZ, 

N. nvW©Iq¨vi, mdUIq¨vi I †bUIqvK© msµvšÍ, 

O. †¯úm msµvšÍ| 

(3) SuywK, ûgwK I AiwÿZ Ae ’̄v mbv³KiY 

†Kv‡bv ms ’̄vi Z_¨ m¤ú`mg~n‡K AiwÿZ Ae ’̄vi Kvi‡Y D™¢Z ûgwKi Rb¨m„ó SuywK (hvnv Z_¨ 
m¤ú` nviv‡bv ev b‡ói KviY nB‡Z cv‡i) nB‡Z iÿvi Rb¨ Z_¨ wbivcËv cwjwm cÖ‡qvRb| 
cÖvqkB jÿ¨ Kiv hvq †h, †ewkifvM ms ’̄vB SuywK, ûgwK I AiwÿZ Ae ’̄vi msÁv‡K GKwÎZ 
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Kwiqv †d‡j| SuywK, ûgwK I AiwÿZ Ae ’̄v GKB ai‡Yi A_© enb K‡i Ggb cwifvlv b‡n| 
GB wZbwU welq cwi¯‹vifv‡e eywSevi myweav‡_© Z_¨ m¤ú`, SuywK, ûgwK I AiwÿZ Ae ’̄vq 
Zzjbvg~jK msÁvmg~n wb‡gœ Dc ’̄vcb Kiv nBjt 

Z_¨ m¤ú` ûgwK AiwÿZ Ae ’̄v SuywK 

Z_¨ m¤ú` Ggb 
wKQy hvnv ms ’̄v 

iÿv Kwievi †Póv 
K‡i| 

hvnv nB‡Z †Kv‡bv 
ms ’̄v Zvnvi Z_¨ 
m¤ú` iÿv Kwievi 
†Póv Kwiqv _v‡K, 
ZvnvB ûgwK| 

†Kv‡bv ms ’̄vi msiÿY 
e¨e ’̄vi g‡a¨ †h 
`ye©jZv ev NvUwZ _v‡K 
ZvnviB AiwÿZ 
Ae ’̄v| 

AiwÿZ Ae ’̄vRwbZ 
ûgwKi d‡j Z_¨ 
m¤ú‡`i †h ÿwZ NwUqv 
_v‡K A_ev webó nBevi 
m¤¢vebv _v‡K, ZvnvB SuywK 

cÖwZwU ms ’̄vi Rb¨ Zvnv‡`i ¯̂ ¯̂ Z_¨ e¨e ’̄vi SuywK, ûgwK I AiwÿZ Ae ’̄v mbv³ Kwiqv †mB 
Abyhvqx wbivcËv wbqš¿Y cÖ‡qvM Kiv LyeB ¸iæZ¡c~Y©| Z‡_¨i †kªwYKiY I Z‡_¨i Ae ’̄v ms ’̄vi 
SuywK cwigvcKiY Ges wbivcËv wbqš¿Y cÖ‡qv‡Mi KvR mnRZi Kwi‡e| SuywKi gvÎvi ZxeªZv 
Abyhvqx †Kvb ms ’̄v Zvnvi mbv³K…Z mKj SuywKi cwigvc wba©viY Kwi‡e| GB cwigvc wba©viYx 
welq‡K msL¨v wfwËK †¯‹‡ji gva¨‡g msÁvwqZ Kwi‡Z nB‡e Ges Ô0Õ nB‡Z Ô10Õ ch©šÍ gvb 
e¨envi Kiv hvB‡Z cv‡i, †hLv‡b Ô0Õ me©wigœ gvb Ges Ô10Õ m‡e©v”P gvb| 

(4) SuywK e¨e ’̄vcbv 

SuywK e¨e ’̄vcbv cÖwµqvi D‡Ïk¨ nBj ûgwK I AiwÿZ Ae ’̄v wPwýZ Kwiqv Z_¨ m¤ú‡`i 
msiÿY wbwðZ Kwievi Rb¨ cÖ‡qvRbxq mycvwik cÖ̀ vb Kiv| SuywK e¨e ’̄vcbv cÖwµqv Af¨šÍixY 
I ewnt m¤ú‡`i gva¨‡g m¤úbœ Kiv hvB‡Z cv‡i| ms ’̄v‡K SuywK e¨ ’̄vcbv cÖwµqv ïiæ Kwievi 
c~‡e© †hmKj welq we‡ePbvq ivwL‡Z nB‡e Zvnv nBj t 

K. †bUIqvK© I md&UIq¨vi wWRvBb I Dbœqb; 

L. cwieZ©b e¨e ’̄vcbv; 

M. †fŠZ wbivcËv, cÖ‡ekvwaKvi wbqš¿Y; 

N. evwn‡ii AiwÿZ Ae ’̄v ev Af¨šÍixY AiwÿZ Ae ’̄v; 

O. msiÿY I e¨vKAvc †KŠkj, c~e© Ae ’̄vq wdivBqv Avbvi e¨e¨ ’̄v I cixÿvKiY; 

P. Awba©vwiZ NUbvi cwiKíbv/cixÿv (`y‡h©vM cieZx© Z_¨ cybiæ×vi/Kvh©µ‡gi 
avivevwnKZv); 

Q. Z_¨ †cÖiY, 

R. AcÖ‡qvRbxq Z_¨ m¤ú` AcmviY, 

S. Kgx©‡`i `ÿZv, 

T. BwÝ‡W›U e¨e ’̄vcbvi BwZnvm, 

U. wm‡÷g AwWUKiY BZ¨vw`| 
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(5) †Kv‡bv ms ’̄vi Z_¨ wbivcËv cwjwm cÖYq‡bi Rb¨ Zvnvi SuywK e¨e ’̄vcbv cÖwµqv Aek¨B 
wbiiƒcY Kwi‡Z nB‡e| SuywK e¨ ’̄vcbvi †ÿ‡Î BD‡ivcxq BDwbqb wfwËK CORAS cÖKí KZ…©K 
GGm/Gb‡RWGm 4360:2004 Ges AvBGmI/AvBBwm 31000:2009 g‡W‡ji Dci wfwË 
Kwiqv fv‡jv I MÖnY‡hvM¨ g‡Wj cÖYqb Kiv nBqv‡Q| evsjv‡`‡ki †h †Kvb ms ’̄v GB g‡WjwU 
MÖnY Kwi‡Z cv‡i A_ev Zviv wbR¯̂ †Kvb g‡Wj ˆZwi Kwi‡Z cv‡i| 
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wPÎ-1 SuywK e¨e ’̄vcbv cÖwµqv 

wP‡Î SuywK e¨e ’̄vcbv cÖwµqv P‡µ 5 (cuvP) wU avc D‡jøL Kiv nBqv‡Q| SyuwK e¨e ’̄vcbv cÖwµqvi 
cÖwZwU av‡ci Kvh©KvwiZv I Dbœq‡bi Rb¨ Djø¤f̂v‡e Dc ’̄vwcZ Kjv‡g cwiexÿY I cybwbixÿY 
Ges †hvMv‡hvM I civgk© cÖ‡qvRbxq| SuywK e¨e¯’vcbv cÖwµqvi avc¸wj nBj t 

(6) SuywKi †ÿÎ mbv³KiY 

cÖmsM mve¨ Í̄ Kwievi D‡Ïk¨ nBj we‡køl‡Yi D‡Ïk¨ I Zvnvi cwi‡ek‡K wPwýZKiY| evwn¨K, 
Af¨šÍixY I SuywK e¨e ’̄vcbv welqK †ÿÎ nB‡Z cv‡i hvnv‡Z cÖwµqvi Aewkó Ask m¤úbœ 
nB‡e| †h mKj ˆewk‡ó¨i SuywK g~j¨vwqZ nB‡e Zvnv‡`i mve¨ Í̄ Kwi‡Z nB‡e Ges we‡køl‡Yi 
KvVv‡gv my¯úófv‡e e¨vL¨v Kwi‡Z nB‡e| 

(7) SuywK wPwýZ Kiv 

GB av‡c ms ’̄v‡K †Kv_vq, KLb, †Kb I wKfv‡e †Kvb BwÝ‡W›U NwU‡Z cv‡i Zvnv wPwýZ Kwi‡Z 
nB‡e, A_©vr ûgwK mbv³KiY hvnv ev †h Ae ’̄v BwÝ‡W›U NUvB‡Z cv‡i Zvnv wPwýZKiYB 
AiwÿZ Ae ’̄v mbv³KiY| Bnv Kwievi mgq Z_¨m¤ú‡`i †kªwYKiY m¤úbœ Kivi wel‡q 
mycvwik cÖ̀ vb Kiv nBj| 

(8) SuywK we‡kølY Kiv 

GB av‡c, ms ’̄v Zvnvi SuywK cwigvc Kwi‡e| GBLv‡b ms ’̄v Zvnvi weivRgvb wbqš¿Y‡K wPwýZ 
I g~j¨vqb Kwi‡e| Zvici ms ’̄vwU cwiYwZ I m¤¢ve¨Zv wba©viY Kwi‡e Ges ZvnvB nBj Dnvi 
SuywKi gvÎv| GB we‡køl‡Y m¤¢ve¨ djvdj Ges wKfv‡e GB mKj NwU‡Z cv‡i Zvnv we‡ePbv 
Kwi‡Z nB‡e| 

(9) SuywK g~j¨vqY Kiv 

SuywK‡K wKfv‡e we‡ePbv Kwi‡Z nB‡e †mB m¤̂‡Ü wm×všÍ MÖnY Kwievi †ÿ‡Î GBwU GKwU LyeB 
¸iæZ¡c~Y©  avc| GB av‡c, SuywK we‡køl‡Yi djvd‡ji Dci wfwË Kwiqv ms ’̄v SuywKmg~n‡K 
wefv‡e we‡ePbv Kwi‡e †mB wel‡q wm×všÍ MÖnY Kwievi Rb¨ SuywKi djvdj I Zvnvi mwnZ 
mswkøó SuywKi gvbmg~‡ni GKwU gvbwPÎ ˆZwi Kwi‡e| †mB †ÿ‡Î wKQy SuywK we‡ePbvq Avwm‡e 
hvnvi g‡a¨ †Kv‡bv e¨e ’̄v MÖnY Kwievi cÖ‡qvRb bvB| GBLv‡b ms ’̄v SuywK wbim‡bi †ÿ‡Î 
AMÖvwaKvi ZvwjKv cȪ ‘Z Kwi‡e| 

(10) SuywK AcmviY Kiv  

c~e©eZx© avcmg~n nB‡Z cÖvß djvdj Abyhvqx ms ’̄v Kvh©Ki cwiKíbv I SuywK wbim‡bi c×wZ 
cÖYqb Kwi‡Z cvwi‡e| m‡e©v”P `ÿZv Kv‡R jvMvBqv me©wbgœ e¨‡q ev Í̄evqb‡hvM¨| †hvM¨ 
cwiKíbv cȪ ‘Z Kwievi Rb¨ me©̀ vB mycvwik Kiv nBqv _v‡K| SuywK wbimb Kv‡Ri g‡a¨ SuywK 
GovBqv hvIqv, SuywK ’̄vbvšÍi Kiv, wKQy SuywK ivwLqv †`Iqv, m¤¢ve¨Zvi cwieZ©b I SuywKi 
cwiYwZ cÖf…wZ welq AšÍf©y³| 
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(11) SuywK e¨e ’̄vcbv Av`k© KvVv‡gv (Template) 

ms ’̄v‡K SuywK e¨e ’̄vcbv cÖwµqvi Rb¨ Aek¨B GKwU gvb`Û ˆZwi Kwi‡Z nB‡e Ges GB SuywK 
we‡køl‡Y †Kv‡bv GKwU ms ’̄vi mviv Rxebe¨vcx mg‡qi g‡a¨ Aek¨B GKwU wbw`©ó mgqwfwËK 
cÖwµqv _vwK‡Z nB‡Z nB‡e| SuywK e¨e¯’vcbvi MÖnY‡hvM¨ KvVv‡gv nBj †ÿÎmsewjZ GKwU 
mvaviY dig hvnv‡K †Kv‡bv ms ’̄v mg‡q mg‡q SuywK we‡kølY m¤úbœ Kwievi gva¨‡g c~iY 
Kwi‡e| GB MvBWjvB‡b GKwU bgybv KvVv‡gv Dc ’̄vcb Kiv nBj : 

Z_¨ m¤ú` ûgwK we‡kølY AiwÿZ 
Ae ’̄v we‡kølY 

SuywK we‡kølY 
 

DËi‡Yi 
Rb¨ KiYxq 
Kg©cwiKíbv 

gšÍe¨ 

we Í̄vwiZ †kªwY I 
Ae ’̄v 

bvg we Í̄vwiZ bvg we Í̄vwiZ we Í̄vwiZ gvÎv   

          

          

(12) Aby‡”Q` Abyhvqx KiYxq 

GB Aby‡”Q‡` Z_¨ wbivcËv †KŠk‡ji avc m¤úwK©Z Kvh©vejxi eY©bv Kiv nBqv‡Q hvnv‡Z 
Aby‡”Q` 8.1, we‡klZ ch©vq 2: Abyaveb, ch©vq 4: ev Í̄evqb Ges ch©vq 6; g~j¨vqb I 
cwiexÿY Gi e¨vL¨v iwnqv‡Q| SuywK e¨e¯’vcbv cwjwm A‡cÿv Kvh©µ‡gi Dci †ekx wbf©ikxj| 
ms ’̄v hLb Zvnvi wbivcËv cwjwm WKz¨‡g›U ˆZwi Kwi‡e ZLb Dnv‡Z Kg©c×wZ ev SuywK 
cwigv‡ci e¨vL¨v I Dnv‡K MÖnY Kwievi KviY AšÍf©y³ _vwK‡Z nB‡e| wb¤œwjwLZ welq¸wj SuywK 
e¨e ’̄vcbvi Kg©c×wZ ev mgwš̂Z SuywK e¨e ’̄vcbv g‡W‡j AšÍf©y³ Kwievi Rb¨ mycvwik Kiv 
nBqv _v‡K: 

K. SuywK cwigvc KZevi Kwi‡Z nB‡Z cv‡i Zvnv wba©viY,  

L. Z_¨ mgvMg, 
M. ûgwK I AiwÿZ Ae ’̄v we‡kølY, 
N. SuywK mbv³KiY 
O. SuywK we‡kølY I g~j¨vqb, 
P. SuywK wbimb, 
Q. cwiexÿY I cixÿv, wbixÿv 
R. SuywK cwigvc gvb`Ð|  

SuywK e¨e ’̄vcbv nBj Z_¨ m¤ú` iÿv Kwievi Rb¨ GKwU LyeB ¸iæZ¡c~Y© Ask| GB Aby‡”Q‡`, 
SuywK e¨e ’̄vcbv m¤úwK©Z wewfbœ wel‡qi mswÿß e¨vL¨v _vwK‡e| AviI we Í̄vwiZ Z‡_¨i Rb¨ 
ms ’̄v‡K AvBGmI (Av`k© gvb`‡Ði Rb¨ AvšÍR©vwZK ms ’̄v/AvBBwm (AvšÍR©vwZK 
B‡j‡±ªv‡UKwbK¨vj Kwgkb) 27000 AvBGI AvBBwm 31000, GGm (A‡÷ªjxq 
gvb`Ð/Gb‡RWGm) 4360:2004-Gi Aby‡gvw`Z nB‡Z cv‡i Ges BD‡ivcxq CORAS KZ©„K 
Aby‡gvw`Z SuywK we‡køl‡Yi Rb¨ wbivcËvi m¼Uc~Y© wm‡÷‡gi GKwU cøvUdig _vwK‡Z cv‡i| 
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10. Z_¨ iÿvq wbivcËv wbqš¿Y 

(1) wbivcËv wbqš¿Y nBj Ggb iÿvKeP hvnvi gva¨‡g SuywK Gov‡bv ev n«vm Kiv nq| wbivcËv 
wbqš¿‡Yi iƒc‡iLv ch©v‡jvPbv ev wWRvB‡b mvnvh¨ Kwievi Rb¨ wbqš¿‡Yi GKwU †kÖwYKiY  Kiv 
hvB‡Z cv‡i| wbivcËv wbqš¿‡Yi mgq Abymv‡i fvM Kiv hvB‡Z cv‡i; h_v: 

K. NUbv NwUevi Av‡M, cÖwZ‡ivag~jK wbqš¿Y; 

L. NUbv NwUevi mgq, mbv³KiY/wPwýZKiY wbqš¿Y; 

M. NUbv NwUevi ci, ms‡kvabg~jK wbqš¿Y; 

(2)  wbivcËv wbqš¿Ymg~n‡K Dnv‡`i cÖK„wZ Abyhvqx wewfbœ K¨vUvMwi‡Z wef³ Kiv hvB‡Z cv‡i, 
D`vniY¯̂iƒc: 

K. †fŠZ wbqš¿Y; 

L. c×wZMZ wbqš¿Y; 

M. KvwiMwi wbqš¿Y; 

N. AvBb I gvb AbymiYg~jK wbqš¿Y| 

(3)  c„w_ex‡Z Z_¨ wbivcËv wbqš¿Y ev Mf‡b©‡Ýi †ÿ‡Î A‡bK DËg `„óvšÍ iwnqv‡Q, Zvnv‡`i 
g‡a¨ D‡jøL‡hvM¨ nBj: 

K. AvBGmI/AvBBwm 27001, AvBGmI/AvBBwm27002 

L. wmIweAvBwU 4.1 ev cieZx© ms¯‹iY 

M. AvBwUAvBGj wf3 ev cieZx© ms¯‹iY 

(4)  wbivcËv wbqš¿‡Yi DwjøwLZ DËg `„óvšÍ¸wj e„nËi Avw½‡K AbymiY‡hvM¨ Ges ms ’̄v‡K e¨q 
mvkÖqx Dcv‡q Zvnv‡`i cÖ‡qvRb Abyhvqx Aek¨B †mBme gvb`Ð A_ev DËg `„óvšÍ¸wj cybM©Vb 
Kwi‡Z nB‡e| wbivcËv wbqš¿Y MÖnYKv‡j Z_¨m¤ú‡`i †kÖwYwefvM we‡ePbv Kwi‡Z nB‡e| †h 
Z_¨ m¤ú` †Mvcbxq b‡n Zvnvi wbivcËv wbqš¿Y MÖn‡Yi †ÿ‡Î Lye †ewk K‡Vvi wbqš¿‡Yi 
cÖ‡qvRbxqZv bvB| AvBGmI/AvBBwm 27002 nB‡Z M„nxZ KZ¸wj wbivcËv wbqš¿Y D`vniY 
wb‡¤œ D‡jøL Kiv nBj: 

K. Kgx©‡`i wbivcËv, 

L. hš¿cvwZi wbqš¿Y,  

M. cÖ‡ekvwaKvi wbqš¿Y, 

N. †fŠZ I cwi‡ekMZ wbivcËv e¨e ’̄v, 

O. Kg©m¤úv`b c×wZ I `vwqZ¡kxjZv, 
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P. Z…Zxqc‡ÿi †mev cÖ̀ vb e¨e ’̄vcbv, 

Q. wm‡÷g cwiKíbv I MÖnY‡hvM¨Zv, 

R. G¨vwcø‡Kkb wbivcËv, 

S. ÿwZKviK †Kv‡Wi weiæ‡× cÖwZ‡iva e¨e ’̄v, 

T. Z_¨ e¨vK-Avc, 

U. †bUIqvK© wbivcËv-e¨e ’̄vcbv, 

V. AcmviY‡hvM¨ hš¿vw`i h_vh_ e¨envi, 

W. Z_¨ wewbgq/‡cÖiY 

X. Z_¨ wb®úwË, 

Y. Z_¨ e¨e ’̄vi wbivcËv, 

Z. wµ‡ÞvMÖvwdK wbqš¿Y, 

_. mwVK cÖwµqvKiY, 

`. wm‡÷g dvBj wbivcËv, 

a. cwiexÿY BZ¨vw`| 

GBme wbqš¿Y e¨e ’̄v m¤ú‡K© AviI Rvwb‡Z Pvwn‡j AvBGmI/AvBBwm 27002 cvV Kiv hvB‡Z 
cv‡i Ges ms ’̄v‡K Aek¨B Zvnvi Z_¨ msiÿ‡Yi Rb¨ †Kv_vq I †Kvb ai‡bi wbqš¿Y e¨e ’̄vi 
cÖ‡qvRb nB‡e †m wel‡q wm×všÍ MÖnY Kwi‡Z nB‡e| 

(5)  Z_¨ I †hvMv‡hvM cÖhyw³ AvBb, 2006 G DwjøwLZ RvZxq wc‡KAvB B‡Zvg‡a¨ Pvjy nBqv‡Q 
Ges Bnv Z_¨ I †hvMv‡hvM cÖhyw³ gš¿Yvj‡qi Aaxb B‡j±ªwbK ¯̂vÿi mvwU©dvwqs A_wiwUi 
wbqš¿Yvaxb iwnqv‡Q| ms ’̄v‡K Aek¨B wWwRUvj ¯̂vÿi mvwU©‡d‡KU e¨e¯’v ivwL‡Z nB‡e Ges 
wc‡KAvB-mÿg Gwcø‡Kk‡bi gva¨‡g Dnv‡`i wµ‡ÞvMÖvwdK wbqš¿Y wbwðZ Kwi‡Z nB‡e| 
wWwRUvj ¯̂vÿi mvwU©wd‡KU Z_¨ wbivcËvi PviwU jÿ¨ wbwðZ K‡i, †mB¸wj nBj: 

K. mwVKZv (Z_¨ wewbg‡q m¤ú„³ Z_¨ I cÿmg~‡ni mwVKZv) 

L. †MvcbxqZv (Gbwµckb cÖhyw³ e¨env‡ii gva¨‡g Z‡_¨i †MvcbxqZv wbwðZKiY) 

M. Z_¨ m¤ú‡`i ï×Zv (Z_¨ e¨enviKvix‡`i Z‡_¨i cwieZ©b nq bvB Ggb wbwðqZv 
cÖ̀ vb) 

N. Ab¯̂xK…wZ (Z_¨ D™¢vebKvix ev ¯̂vÿiKvix AvBbMZfv‡e GB g‡g© P¨v‡jÄ Kwi‡Z 
cvwi‡eb bv †h, wZwb ev Zvnviv Z‡_¨ ¯̂vÿi ev Z_¨ D™¢veb K‡ib bvB)|  
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11|  AvBbMZ I cÖv‡qvwMK welq 

(1) ms ’̄v hLb Dnvi cwjwm cÖYqb Kwi‡e, ZLb Aek¨B AvBbMZ I cÖv‡qvwMK welqmg~n hvnv 
cwjwm Øviv cÖfvweZ nB‡Z cv‡i, Zvnvi cÖwZ ms ’̄v‡K m‡PZb _vwK‡Z nB‡e|  AvBb ev wbq‡gi 
eva¨evaKZvi †ÿ‡Î †h †Kv‡bv e¨Z¨q GovB‡Z Ges Ab¨vb¨ cwjwmi mwnZ we‡iva GovB‡Z 
AvBb I cÖv‡qvwMK msµvšÍ evwn¨K I Af¨šÍixY Dfq welq we‡ePbv Kiv LyeB ¸iæZ¡c~Y©| cwjwm 
cÖYqbKv‡j ms ’̄v KZ©„K we‡eP¨ AvBb I cwjwmi GKwU ZvwjKv †`Iqv nBj: 

K. Z_¨ I †hvMv‡hvM cÖhyw³ AvBb, 2006 (ms‡kvwaZ 2009) 

L. Z_¨ I †hvMv‡hvM cÖhyw³ cwjwm, 2009 

M. Z_¨ AwaKvi AvBb, 2009 

N. †gavmË¡ AwaKvi, 1911 

O. KwcivBU G¨v±, 2000 (2005 G ms‡kvwaZ) 

P. wµc‡UvMÖvwdK wbqš¿‡Yi Rb¨ PKI m¤úwK©Z wewa/2010 

Q. RvZxq AviKvBf AvBb, 1983 

R. mvBevi wbivcËv m¤Ü̂xq AvBb/MvBWjvBb/cwjwm; 

S. RvwZmsN Kb‡fbkb/B›Uvi‡bU ev mvBevi wbivcËv m¤Ü̂xq AvBb| 

(2) B›Uvi‡bU ev mvBevi wbivcËv wel‡q miKv‡ii wbqš¿Yvaxb ms ’̄v‡K Ggb cwjwm cÖYqb 
Kwi‡Z nB‡e hvnv Aek¨B RvZxq AvBb-Kvbyb, bxwZ I MvBWjvBbmg~‡ni mv‡_ mvgÄm¨c~Y© 
_v‡K| Z_¨ wbivcËv bxwZi weeiYx‡Z †Kvb ms ’̄v‡K Aek¨B †`‡ki cÖPwjZ AvBb, wewa Ges 
Acivci bxwZ/MvBWjvBb/÷¨vÐvW© D‡jøL Kwi‡Z nB‡e| we‡µZv cÖwZôvb A_ev Z_¨ I 
†hvMv‡hvM cÖhyw³ m¤úwK©Z Ab¨ †h‡Kv‡bv miKvwi ms ’̄vi (nvW©Iq¨vi, md&&UIq¨vi, †bUIqvK© ev 
Ab¨ †Kv‡bv Z_¨ c×wZ) †mev MÖnY Kwievi c~‡e© ms ’̄v‡K Aek¨B Service Level 

Agreement we‡ePbv Kwi‡Z nB‡e| 

12| gvb`Ð I MvBWjvBb 

†Kvb ms ’̄vi Z_¨ wbivcËv cwjwm ev Í̄evq‡bi avcmg~n wba©viY K‡i bv Ges †Kvb cwjwmi mdj 
ev Í̄evq‡bi Rb¨ ms ’̄v KZ©„K Abym„Z †Kvb gvb`‡Ði e¨vsL¨v cÖ`vb K‡i bv| cwjwm Abymi‡Yi 
mgqB gvb`Ð I MvBWjvBb Kv‡R Av‡m| wKš‘ †Kvb ms ’̄vi Z_¨ m¤ú` myiÿvi cÖwZwU ch©v‡q 
Avewk¨Kfv‡e ms ’̄v KZ©„K gvb`Ð I MvBWjvBb wba©vi‡Yi wel‡q cwjwm WKz‡g‡›U wKQz wb‡`©kbv 
_vKv cÖ‡qvRb| cwjwm WKz‡g‡›U cÖ‡qvRbxqZvi wbwi‡L wKQz wb‡ ©̀kbv I gvb`Ð AšÍf©y³ nB‡Z 
cv‡i| 
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13|  Z_¨ e¨e ’̄v wbixÿv I cÖZ¨qb  

(1) †h mKj ms ’̄v ¸iæZ¡c~Y© Z_¨ e¨e ’̄v AeKvVv‡gv cwiPvjbv Kwiqv _v‡K Zvnv‡`i Aek¨B 
mg‡q mg‡q Z_¨ AwWU KivB‡Z nB‡e| GB‡ÿ‡Î AwWUi ms ’̄vi wfZ‡ii, evB‡ii, A_ev Dfq 
ai‡bi nB‡Z cvwi‡e| †Kvb ms ’̄vi cwiPvjbv c×wZi †h †Kvb ai‡bi wech©q b~¨bZg ch©v‡q 
ivLvmn Kg©ZrciZvi Dbœq‡b Z_¨ e¨e ’̄vi AwWU AZ¨šÍ ¸iæZ¡c~Y©| Z_¨ e¨e ’̄vi AwWU 
cwiexÿY I cybg©~j¨vq‡bi ch©vq 6 Gi Ask| 

(2) cÖZ¨qb nBj †Kvb Z…Zxq cÿ KZ©„K †Kvb ms ’̄vi Z_¨ e¨e ’̄vi AeKvVv‡gv Ges Z_¨ 
wbivcËv e¨e ’̄vcbv c×wZ hvPvB‡qi wfwË‡Z GK ai‡bi evwn¨K g~j¨vqb| g~j¨vq‡bi 
wbY©vqKmg~n me©̀ vB gvb`Ð KZ©„cÿ KZ©„K wbqwš¿Z nBqv _v‡K| †Kvb ms ’̄vi wel‡q D³ ms ’̄vi 
Af¨šÍixY I ewnivMZ †÷‡nvìvi‡`i wbKU cÖZ¨q‡bi gva¨‡g wbðqZv cÖ̀ vb Kiv nBqv _v‡K| 
†Kvb ms ’̄v ISO/IEC 27001 Abyhvqx cÖZ¨qb cÖZ¨vkv Kivi c~‡e©B Gi g~j¨vq‡bi 
wbY©vqKmg~n Rvwbqv wb‡Z nB‡e| Kvh©wewa‡Z cÖ̀ Ë ÿgZve‡j evsjv‡`k Kw¤úDUvi KvDwÝj 
Z_¨ wbivcËv e¨e ’̄vcbv c×wZ (AvB Gm Gg Gm) ev Í̄evqbKvix ms ’̄vmg~‡ni cÖZ¨qb Kvh©µg 
Avi¤¢ Kwi‡Z cv‡i| gvb welqK cÖZ¨qb ms ’̄vmg~‡ni Kg© cwi‡ek I Kg©ÿgZv Dbœq‡b mnvqZv 
K‡i| 

14| BwÝ‡W›U e¨e ’̄vcbv 

(1) Z_¨ wbivcËv weNœKvix NUbv nBj †Kvb GKK A_ev GK¸”Q AbvKvw•ÿZ ev AcÖZ¨vwkZ 
Z_¨ wbivcËv welqK B‡f›U hvnvi Kvi‡Y Pv‡ci gy‡L cÖwZôvb‡K Zvnvi Kg©KvÐ msKzwPZ 
Kwievi ûgwKi h_v_© m¤¢vebv _v‡K| Z_¨ wbivcËvi †ÿ‡Î †Kvb BwÝ‡W›U NwUevi c~‡e©B 
BwÝ‡W›U e¨e ’̄vcbvi cwiKíbvi wel‡q we‡ePbv KivUv LyeB ¸iæZ¡c~Y©| Kvnv‡iv c‡ÿ †Kvb 
Kg©KvÐ m¤úv`‡bi †ÿ‡Î KLb I wK ai‡bi weNœ m„wóKvix BwÝ‡W›U NwU‡e Zvnv c~‡e©B mwVKfv‡e 
Rvbv m¤¢e bq| Z_¨ wbivcËv welqK BwÝ‡W›U †h †Kvb mgq NwU‡Z cv‡i| †Kvb BwÝ‡W›U 
†gvKv‡ejv Kwievi Rb¨ kw³kvjx I Kvh©Ki cÖwµqv cÖwZôv Kiv LyeB Riæix| 

 (2) BwÝ‡W›U cÖvK…wZK A_ev gbyl¨-m„ó nB‡Z cv‡i| Dfq  †ÿ‡Î Kvh©Ki BwÝ‡W›U e¨e ’̄vcbv 
wbf©i Kwi‡e KZ myPviæfv‡e e¨e ’̄vcbvwU †Kvb BwÝ‡W›U †gvKv‡ejv Kwi‡Z cv‡i Zvnvi Dci| 
cÖvK…wZK NUbvi †ÿ‡Î, D`vniY¯̂iƒc eb¨v ev AwMœKvÐ ev f~wgK¤ú A_ev †h †Kvb ai‡bi 
cÖvK…wZK ỳ‡h©v‡Mi mg‡q Kg©Kv‡Ði avivevwnKZv iÿv‡_© Z_¨ e¨e ’̄vi cybiy×v‡ii Kvh©µg ïiæ 
Kwi‡Z nq|  

(3)  gvbyl Øviv m„ó AvµgY wnmv‡eI BwÝ‡W›U NwUqv _v‡K| gbyl¨-m„ó NUbvi †ÿ‡Î Z_¨ 
wbivcËv BwÝ‡W›U h_vkxNª m¤¢e h_vh_ e¨e ’̄vcbv P¨v‡b‡ji gva¨‡g wi‡cvU© Kwi‡Z nq| 
Af¨šÍixY A_ev evwn‡ii we‡klÁ A_ev Z_¨ wbivcËv BwÝ‡W›U ch©‡eÿK `j‡K NUbv NwUevi 
ciciB Z`šÍc~e©K h_vh_ wi‡cvU© cÖ̀ vb Kwi‡Z nB‡e| BnvI Riæix †h, Af¨šÍixY mKj 
Kg©Pvix‡K Rvwb‡Z nB‡e †h, †Kvb NUbv NwUevi ci cÖgvYmg~n AcwieZ©bxq Ae ’̄vq ivwL‡Z 
nB‡e| †Kvb BwÝ‡W‡›Ui mdj Z`‡šÍi ci Bnvi †iKW© ivwL‡Z nB‡e hvnv‡Z SuywK e¨e ’̄vcbv 
c×wZi Dbœqb NUv‡bv hvq| Zvnv Qvov BwÝ‡W‡›Ui g~j¨vqb wi‡cvU© cÖ‡qvRbxqZvi wbwi‡L h_vh_ 
Kvh©µg MÖn‡Yi wbwgË e¨e ’̄vcbv KZ©„cÿ‡K RvbvB‡Z nB‡e| 
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(4) Z_¨ wbivcËv cwjwm WKz‡g‡›U BwÝ‡W›U e¨e ’̄vcbv m¤^‡Ü Aek¨B wKQz w`K wb‡`©kbv _vwK‡Z 
nB‡e| BwÝ‡W›U e¨e ’̄vcbv wel‡q h_vh_ aviYvi Rb¨ cÖwZwU ms ’̄v AvBGmI/AvBBwm wU Avi 
18044:2004 cvV Kwi‡Z cv‡i| 

15| Kvh©µ‡gi avivevwnKZv welqK cwiKíbv 

(1) Z_¨ e¨e ’̄vcbvq †Kv‡bv ÎæwUi Rb¨ A_ev †Kv‡bv wech©‡qi Kvi‡Y ˆ`bw›`b Kvh©µg wewNœZ 
nB‡j Dnv‡`i cybivi¤¢ mgqg‡Zv nIqvi welqwU wbwðZ Kwievi Rb¨ Kvh©µ‡gi avivevwnKZv 
iÿvq e¨e ’̄vcbv cÖwµqv ev Í̄evqb Kwi‡Z nB‡e| ỳwe©cv‡Ki d‡j (hvnv cÖvK…wZK `y‡h©vM, `yN©Ubv, 
hvwš¿K wedjZv I B”QvK…Z Kvh©vewji d‡j D™¢~Z nBqv _v‡K) ms ’̄vi Dci ¯úó cÖfve KgvBqv 
ivLvi Ges cÖwZ‡ivag~jK I cybiæ×vig~jK mgwš̂Z c`‡ÿ‡ci gva¨‡g Z_¨ m¤ú‡`i ÿwZi 
cwigvY MÖnY‡hvM¨ gvÎvq ivLv LyeB ¸iæZ¡c~Y©| GB cÖwµqvi gva¨‡g ¸iæZ¡c~Y© ˆ`bw›`b Kvh©µ‡gi 
cÖwµqv¸wj‡K mbv³ Kiv Ges Kvh©µ‡gi avivevwnKZv mswkøó Z_¨ wbivcËv e¨e ’̄vcbvi cÖwµqvi 
mv‡_ Ab¨vb¨ welqmg~n †hgb-cwiPvjbv, Rbej, m¤ú`, hvbevnb, feb msµvšÍ welq mgwš̂Z 
Kiv cÖ‡qvRb| 

(2) Z_¨ wbivcËv welqwU ˆ`bw›`b Kvh©µ‡gi avivevwnKZvi cÖwµqv I ms ’̄vi Ab¨vb¨ e¨e ’̄vcbv 
cÖwµqvmg~‡ni GKwU Acwinvh© Ask| ˆ`bw›`b Kvh©µ‡gi avivevwnKZv e¨e ’̄vcbv SzuwK 
mbv³KiY I n«vmKiY‡K AšÍfz©³ K‡i| †mB mv‡_ GB cÖwµqvwU mvaviY SuywK wbY©q, 
NUbvmg~‡ni ÿwZKi cÖfve Kwg‡q ivLv Ges ˆ`bw›`b Kvh©µ‡gi Rb¨ cÖ‡qvRbxq Z_¨ mnRjf¨ 
nIqvi welq wbwðZ Ki‡e| ˆ`bw›`b Kvh©µ‡gi avivevwnKZv welqK cwiKíbvi 
(AvBGmI/AvBBwm 27002 Abyhvqx) wewfbœ avc D‡jøL Kiv nBj t 

K. Kvh©µ‡gi avivevwnKZv e¨e ’̄vcbv cÖwµqvq Z_¨ wbivcËv AšÍfz©w³KiY; 

L. Kvh©µ‡gi avivevwnKZv I SzuwK wbY©qKiY; 

M. Z_¨ wbivcËvmn avivevwnKZv cwiKíbvi Dbœqb I ev Í̄evqb; 

N. Kvh©µ‡gi avivevwnKZv cwiKíbvi wb‡ ©̀kvewj; 

O. Kvh©µ‡gi avivevwnKZv cwiKíbv cixÿvKiY, ÎæwU AcmviY I ïw×KiY| 

cÖ‡Z¨KwU ms ’̄v‡K Dnvi GKwU Kvh©µ‡gi avivevwnKZv e¨e ’̄vcbv cwiKíbv cȪ ‘Z Kwievi Rb¨  
ISO/IEC 27002 AbymiY Kiv Ges Z_¨ wbivcËv cwjwm WKz‡g‡›U Bnv e¨env‡ii my¯úó 
w`Kwb‡ ©̀kbv _vwK‡Z cv‡i| 

16| cwiexÿY I Dbœqb 

(1) Z_¨ wbivcËv cwjwmi Dbœq‡bi Rb¨ Bnvi cwiexÿY I g~j¨vqb Kiv GKwU ¸iæZ¡c~Y© KvR| 
Z_¨ wbivcËv †KŠk‡ji wewfbœ avc iwnqv‡Q hvnv Aby‡”Q`-8-G ewY©Z nBqv‡Q| DwjøwLZ 
cÖ‡Z¨KwU av‡ci †mevi gvb Dbœq‡bi Rb¨ cÖwZwU av‡c cwiexÿY cÖ‡qvRb| cwiexÿY m¤̂‡Ü GB 
Aby‡”Q‡` hvnv ejv nB‡Z‡Q Zvnv 8.1.6 Aby‡”Q‡` ewY©Z cwiexÿY nB‡Z Avjv`v| cwiexÿY 
m¤ú‡K© GLb hvnv ejv nB‡Z‡Q Zvnv Z_¨ wbivcËv cwjwmi Kvh©KvwiZvi Dci cwiexÿK| GB 
cwiexÿ‡Yi D‡Ïk¨ nB‡Z‡Q ms ’̄v KZ©„K wKfv‡e cwjwm ev Í̄evwqZ nB‡Z‡Q Zvnv Abyaveb Kiv 
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Ges ev Í̄evq‡bi †ÿ‡Î Kx Kx cÖwZeÜKZv iwnqv‡Q Zvnv Rvbv| †mBmv‡_ Z_¨ wbivcËvi wel‡q 
A_ev e¨e ’̄vcbvi „̀wó‡KvY nB‡Z ¸iæZ¡c~Y© †Kvb cwieZ©‡bi Kvi‡Y cwjwmi cwieZ©b ev 
cwiea©b cÖ‡qvRb Av‡Q wKbv, _vwK‡j Kx Kx cwieZ©b nBqv‡Q Ges djkÖæwZ‡Z Kx Kx Kvh©µg 
cÖ‡qvRb Zvnv wba©viY Kiv| 

(2) cwjwm WKz‡g‡›U cwiexÿY welqK wb‡`©kbv _vwK‡Z nB‡e (†hgbt cwiexÿYKvix †K nB‡e, 
KZevi cwiexÿY Kwi‡Z nB‡e, cwiexÿ‡Yi djvdj wK, Kvnvi wbKU Bnv wi‡cvU© Kwi‡Z nB‡e, 
cwjwmi Dbœq‡bi Rb¨ †Kvb †÷K‡nvìvi‡`i gZvgZ ev civgk© MÖnY Kwi‡Z nB‡e cÖf„wZ)| 

17| RvZxq mvBevi wbivcËv †KŠkj 

†Kv‡bv ms ’̄vi Rb¨ mvBevi wbivcËv weav‡bi j‡ÿ¨ Z_¨ wbivcËv SzuwK, wbivcËv ûgwK I 
AiwÿZ Ae ’̄v mš̂‡Ü mZK© _vKv Riæix| GB wb‡ ©̀kbvcÎ QvovI GKwU RvZxq mvBevi wbivcËv 
†KŠkj cȪ ‘Z Kiv cÖ‡qvRb iwnqv‡Q| Z`ycwi, fwel¨‡Z mvBevi wbivcËv I Z_¨ wbivcËv 
welqK Kg©KvÐ cwiPvjbv Kwievi Rb¨ miKvi GKwU c„_K ms ’̄v cÖwZôv Kwi‡e hvnv Ôevsjv‡`k 
RvZxq Z_¨ wbivcËv ms ’̄v (weGbAvBGmG)Ó bv‡g A_ev Dchy³ Ab¨ †Kv‡bv bv‡g AwfwnZ 
nB‡Z cv‡i| 

18| cwiwkó K: Z_¨ wbivcËv cwjwmi MÖnY‡hvM¨ KvVv‡gv 

(1) Z_¨ wbivcËv cwjwm WKz‡g‡›U Aek¨B e¨e ’̄vcbvi cÖwZkÖæwZmg~n Ges Z_¨ wbivcËv 
e¨e ’̄vcbvq cÖwZôv‡bi M„nxZ D‡`¨v‡Mi welq wee„Z _vwK‡Z nB‡e| cwjwm WKz‡g‡›U Aek¨B 
wb¤œwjwLZ welq AšÍf©y³ _vwK‡e:  

(K) Z_¨ wbivcËvi msÁv, Dnvi mvwe©K D‡Ïk¨ I †ÿÎ Ges Z_¨ wewbg‡q GKwU Kvh©Ki 
†KŠkj wnmv‡e Z_¨ wbivcËvi ¸iæZ¡| 

(L) cÖwZôv‡bi Kvh©µg Ges D‡Ï‡k¨i mwnZ m½wZc~Y© Z_¨ wbivcËvi D‡Ïk¨ I g~jbxwZ 
ev Í̄evq‡b mnvqK cÖwZôv‡bi Ggb Kvh©µ‡gi eY©bv| 

(M) SuywK wbY©q I SzuwK e¨e ’̄vcbv m¤̂wjZ mywbw`©ó `vwjwjK KvVv‡gv hvnv‡Z wbqš¿‡Yi D‡Ïk¨ 
Ges wbqš¿Ymg~‡ni eY©bv _vwK‡e| 

(N) wbivcËv cwjwm, g~jbxwZ, gvb`Ð I cÖwZôv‡bi wbR¯̂ cÖv‡qvwMK †ÿÎ we‡ePbvq Abymibxq 
Ggb wel‡qi e¨vL¨v hvnvi g‡a¨ wb‡¤œv³ welqmg~n AšÍf©y³ _vwK‡et 

i) AvBb, cÖkvmwbK wbqš¿Y I Pzw³i Kvi‡Y AbymiYxq nIqv cÖ‡qvRb Ggb welq;  

i i) wbivcËv welqK wkÿv, cÖwkÿY I m‡PZbZv m„wói Rb¨ AbymiYxq; 

i i i) cÖwZôv‡bi Kvh©µ‡gi avivevwnKZv iÿvi Rb¨ cÖ‡qvRbxq; 

iv) Z_¨ wbivcËv cwjwm f‡½i cwiYwZ m¤ú‡K© e¨vL¨vi Rb¨ cÖ‡qvRbxq| 

(O) Z_¨ wbivcËv msµvšÍ BwÝ‡W‡›Ui wi‡cvU©KiYmn Z_¨ wbivcËv e¨e ’̄vcbvi Rb¨ mvaviY I 
we‡kl `vq-`vwq‡Z¡i msÁv wbiƒcY| 
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(P) Z_¨ wbivcËv cwjwmi mnvqK KvMRc‡Îi Drm, eY©bv h_v-GKwU we‡kl Z_¨ e¨e ’̄vi Rb¨ 
wb‡ ©̀kbvewj Ges Kvh©cÖYvjx A_ev Z‡_¨i wbivcËv welqK AvBb-Kvbyb hvnv e¨enviKvix‡`i 
gvwbqv Pwj‡Z nB‡e| 

(2) GB Z_¨ wbivcËv cwjwm‡K Aek¨B ms ’̄vi wfZ‡i mKj e¨enviKvixi Kv‡Q Ggbfv‡e 
†cuŠQvBqv w`‡Z nB‡e hvnv‡Z AvMÖnx cvVK I e¨enviKvixMY Bnv mn‡R eywS‡Z cv‡i| 

(3) Z_¨ wbivcËv cwjwmi bgybv QK 

1. cȪ Ívebv 9.  SzuwK e¨e ’̄vcbv 

2. msÁv 10. wbivcËv wbqš¿Y 

3. f~wgKv 11. wbivcËv cwjwmmg~n, Bnv‡`i g~jbxwZ, gvb`Ð I 
GB¸wji h_vh_ AbymiY 

4. D‡Ïk¨ 12. BwÝ‡W›U e¨e ’̄vcbv 

5. †ÿÎ/AvIZv 13. cwjwm m¤úwK©Z m‡PZbZv Ges Z_¨ wbivcËv 
welqK cÖwkÿY 

6. cwjwm ev Í̄evqb I cwiexÿY 14. Z_¨m~‡Îi eY©bv (wb‡ ©̀kbvcÎ/c×wZ/cwiwkó) 

7. Z_¨ m¤ú` I †kÖwYKiY  

8. f~wgKv I `vq`vwqZ¡  

19| cwiwkó-L: Z_¨m~Î 

Appendix B: References   

(1) CoBIT: IT Governance Framework 

(2) ITIL: IT Services Management 

(3) ISO/IEC 27000:2009, Information security management systems 

Overview and vocabulary 

(4) ISO/IEC 27001:2005, Information security management systems 

Requirements  

(5) ISO/IEC 27002:2005, Code of practice for information security 

management 

(6) ISO/IEC 27003, Information security management system 

implementation guidance 

(7) ISO/IEC 27004, Information security management Measurement 

(8) ISO/IEC 27005:2008, Information security risk management   
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(9) ISO/IEC 27006:2007, Requirements for bodies providing audit and 

certification of  information security management systems 

(10) ISO/IEC 27007, Guidelines for information security management 

systems auditing   

(11) ISO/IEC 27011, Information security management guidelines for 

telecommunications organizations based on ISO/IEC 27002  

(12) ISO 31000:2009 Risk management Principles and guidelines 

(13) ISO/IEC TR 18044, Information technology Security techniques 

Information security incident management  

20| cwiwkó-M: kãms‡ÿc 

1. GGm: A‡÷ªwjqv ÷¨vÐvW© (AS : Australia Standard) 

2. GbwRGm: wbDwRj¨vÐ  ÷¨vÐvW© (NZS : New Zealand Standard) 

3.  GwcwU: G¨vWfvÝW cviwmm‡U›U †_ªU  (APT: Advanced Persistent Threat)    

4. wewmwm: evsjv‡`k Kw¤úDUvi KvDwÝj (BCC : Bangladesh Computer Council)             

5. wewUAviwm: evsjv‡`k †UwjKwgDwb‡Kkb ‡i¸‡jUwi Kwgkb (BTRC : Bangladesh 

Telecommunication Regulatory Commission)             

6. wmwmG: K‡›Uªvjvi Ae mvwU©dvwqs A_wiwU (CCA : Controller of Certifying   

Authorities)  

7. wmIweAvBwU: K‡›Uªvj Ae‡RKwUfm di Bbdi‡gkb G¨vÐ wi‡j‡UW †UK‡bvjwR  (CoBIT : 

Control Objectives for Information and Related Technology)    

8. wWwWIGm: wWw÷ªweD‡UW wWbv‡qj Ae mvwf©m (DDoS : Distributed Denial of 

Service) 

9. BBD: BD‡ivwcqvb BDwbqb (EU : European Union)  

10. GdGdAvBBwm: ‡dWv‡ij wdb¨vwÝqvj BÝwUwUDkbm G·vwg‡bkb KvDwÝj (FFIEC : 

Federal Financial Institutions Examination Council)  

11. AvBwmwU: Bbdi‡gkb G¨vÐ KwgDwb‡Kkb †UK‡bvjwR (ICT : Information and 

Communication Technology)  
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12. AvBwWGm: B›Uªykb wW‡UKkb wm‡÷g (IDS : Intrusion Detection System) 

13. AvBBwm: B›Uvib¨vkbvj B‡j‡±ªv †UKwbK¨vj KwgDwb‡Kkb (IEC : International 

Electro-technical Communication) 

14. AvBBwUGd: B›Uvi‡bU BwÄwbqvwis Uv¯‹ †dvm©  (IETF : Internet Engineering Task 

Force)  

15. AvBwcGmt B›Uªykb wcÖ‡fbkb wm‡÷g (IPS :Intrusion Prevention  System   

IS :Information) 

16. AvBGmGgGmt Bbdi‡gkb wmwKDwiwU g¨v‡bR‡g›U wm‡÷g (ISMS : 

Information Security Management System) 

17. AvBGmIt B›Uvib¨vkbvj AM©vbvB‡Rkb di ÷¨vÛvW©m (ISO: International 

Organization for Standards) 

18. AvBwU t Bbdi‡gkb †UK‡bvjwR (IT : Information Technology) 

19. AvBwUAvBGj t Bbdi‡gkb †UK‡bvjwR Bbd«vm&UvKPvi jvB‡eªix (ITIL : 

Information Technology Infrastructure Library) 

20. GjGGb t †jvKvj Gwiqv †bUIqvK© (LAN : Local Area Network) 

21. IBwmwW t AM©vbvB‡Rkb di B‡KvbwgK G¨vÛ †Kv-Acv‡ikb †W‡fjc‡g›U 
(OECD : Organization for Economic Cooperation and Development) 

22. wcwmt cv‡m©vbvj Kw¤úDUvi (PC: Personal Computer)  

23. wcwWwmG t cø̈ vb-Wz-‡PK G¨v± mvB‡Kj (PDCA : Plan-Do-Check Act Cycle) 

24. wc‡KAvB t cvewjK Kx Bbd«v÷ªvKPvi (PKI : Public Key Infrastructure) 

25. AviGdwm t wiK‡q÷ di K‡g›U (RFC : Request For Comment) 

26. BDGmG t BDbvB‡UW †÷Um Ae Av‡gwiKv (USA : United States of America)  

1. Preamble 

 Government of the People’s Republic of Bangladesh intends to materialize 

the Vision 2021: Digital Bangladesh. To achieve this vision, all government 

agencies will be brought under the e-governance framework. Different 

government Ministries/Divisions, Departments/agencies and their 

subordinate bodies have started implementing e-governance. The intention 

is to improve and ease the government work process and to increase the 

productivity of the government. While doing this, it is  required to digitize 

the government information, to process and store those digitized 

information in a manner so that the information doesn’t get lost or the 

information is not manipulated. It is very important to consider information 
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security for a government while implementing e-governance. This 

document is a guideline to help government agencies to formulate their own 

Information Security Policy to protect their information in the cyber space.  

In recent past, Bangladesh has faced a number of cyber attack incidents in 

the form of web defacement, information damage, information theft, 

Distributed Denial of service, etc, due to lack of information protection  

procedure, weak and unmanaged security controls and lack of expertise 

because of under skilled personnel. Currently, there are no sufficiently 

enforceable preventive, reactive, detective and administrative security 

measures against the above mentioned threats to protect digitized 

government resources. So it is necessary to have a proper security policy 

and implementation mechanism in place. This policy will act as a guideline 

document for government agencies who intends to formulate their own 

Information Security Policy for the protection of their information in the 

cyber space. 

2. Introduction 

 (1) Information is the most valuable asset for an agency. Information has 

different dimension in terms of accessibility. Some information is public 

where as some are confidential. Depending on the degree of confidentiality, 

information has several level of accessibility as well. Such as there are 

information which are open for public access without any authentication, 

some are accessible with single factor authentication, some require multi 

factor authentication whereas some are private within the organization, 

some are highly confidential that only a group of people in an organization 

has access. So it is very important for an agency to have clear understanding 

about its information and its accessibility. Before preparing an Information 

Security Policy it is recommended for an agency to classify their 

information through proper assessment. 

 (2) Internet is an open platform for all to access information. Internet 

technology and other technologies like handheld devices, mobile devices, 

tablet PCs, wireless technologies are making information easily accessible 

and affordable. There may be some situation when information can be used 

as weapon to make chaos in a country. So it is the duty of an agency to take 

care of its own information in the internet. Apart from information in 

internet, the agency should also be aware of the information that may have 

different state such as information that`s moving in the intranet or LAN or 

in the cloud or simply stored in an internal database or in a PC. 

(3) This guideline covers : 

a. Brief illustration of different terminology that`s important to know 

while preparing Information Security Policy, 
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b. Objective of this guideline, 

c. Scope of this guideline, 

d. Information classification and different state of information,  

e. Roles and responsibility of the information owner and information 

custodian, 

f. Information security strategy, 

g. Identification of probable risks, threats and vulnerabilities, 

h. Assessment of risks, threats and vulnerabilities, 

i. Procedure to set security controls to protect information, 

j. Legal issues of information security, 

k. Standards to follow to establish Information Security Management 

System (ISMS), 

l. Importance of auditing for information security, 

m. Monitoring and improving, 

n. Certification as an agency, 

o. Procedures for incident handling and disaster recovery, 

p. Backup & restore mechanism, 

q. Business continuity plan, 

r. Sample Information security policy. 

3. Guideline Governance and Enforcement 

(1) Ministry of ICT on behalf of the Government of Bangladesh will have 

the ownership of this guideline. Ministry of ICT will monitor the 

implementation of this guideline. Bangladesh Computer Council, Office of 

the CCA and Bangladesh Telecommunication Regulatory Commission 

(BTRC) will jointly coordinate the implementation of this guideline. 

(2) All the agencies of Bangladesh Government are to develop their own 

Information Security Policy and implement accordingly within six (6) 

months of the commencement of the guideline. Any query regarding this 

document can be forwarded either to Ministry of ICT or to BCC. If any 

agency  requires assistance for preparing their Information Security Policy, 

It may request support from BCC. 

4. Definition   

 (1) Agency : Agency includes ministry/division, departments and sub-

ordinate bodies of the Government of Bangladesh 
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 (2)  Asset : Anything that carries value to an agency. 

(3) Attack : Attempt to destroy, expose, alter, disable, steal or gain 

unauthorized access to or make unauthorized use of an asset. 

(4) Authentication : Provision of assurance that a claimed characteristic of 

an entity is correct. 

(5) Authenticity : Property that an entity is what it claims to be. 

(6) Availability : Information Systems available to users at any given or 

specified period of time and being accessible and usable upon demand by 

an authorized entity. 

(7) Business Continuity : Processes or Procedures for ensuring continued 

business operations. 

 (8) Confidentiality: Information is not made available or disclosed to 

unauthorized individuals, entities, systems or processes.   

(9) Certification: Certification is something provided by any standard 

bodies or by some form of external review after evaluating an agency’s 

information system infrastructure and information security management 

system.   

(10) Classified Information: It refers to the categories of information 

classified in accordance with the Security Regulations.   

 (11) Control: It means managing risk in an agency including policies,  

procedures, guidelines, practices or organizational structures, which can be 

of administrative, technical, management related, or legal nature. Control is 

also used as a synonym for safeguard or countermeasure.  

(12) Control objective: Statement describing what is to be achieved as a 

result of implementing controls.   

(13) Corrective action: Action to eliminate the cause of a detected 

nonconformity or other undesirable situation.  

(14) Eavesdropping: Eavesdropping, an unauthorized access to 

information, is a kind of network attack by capturing packets while 

communication/transmission of information.  

(15) Exploit: A technique or code that uses a vulnerability to provide system 

access to the attacker.  
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(16) Guideline: A description that clarifies what should be done and how, 

to achieve the objectives set out in policies information processing facilities 

any information processing system, service or infrastructure, or the physical 

locations housing them.  

(17) Information System: An electronic information system that processes 

data electronically through the use of information technology - including 

but is not limited to: computer systems, servers, workstations, terminals, 

storage media, communication devices, network resources and Internet.   

(18) Integrity: When authorized persons are allowed to make changes to 

the information stored or processed by Information Systems in any aspects.   

(19) Information security: Preservation of confidentiality, integrity and 

availability of information; in addition, other properties, such as 

authenticity, accountability, non-repudiation, and reliability can also be 

involved.  

(20) Information Security (IS) Policy: A documented list of management 

instructions that describe in detail the proper use and management of 

computer and network resources with the objective to protect these 

resources as well as the information stored or processed by Information 

Systems from any unauthorized disclosure, modifications or destruction.   

 (21) Information security event: An information security event is an 

identified occurrence of a system, service or network state indicating a 

possible breach of information security policy or failure of safeguards, or a 

previously unknown situation that may be security relevant.  

 (22) Information security incident: An information security incident is 

indicated by a single or a series of unwanted or unexpected information 

security events that have a significant probability of compromising business 

operations and threatening information security.  

(23) PKI: PKI is a framework that consists of hardware, software, policies, 

and procedures for managing keys and certificates.   

(24) Policy: Overall intention and direction as formally expressed by 

management.  

(25) Risk analysis: Systematic use of information to identify sources and to 

estimate the risk.  

(26) Risk assessment: Overall process of risk analysis and risk evaluation.  

(27) Risk evaluation: Process of comparing the estimated risk against given 

risk criteria to determine the significance of the risk.  
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(28) Risk management: Coordinated activities to direct and control an 

organization with regard to risk.  

(29) Risk treatment: Process of selection and implementation of measures 
to control or minimize risk.  

(30) Social engineering: Obtaining information from individuals by 
trickery.  

(31) Spoofing: A form of masquerading where a trusted IP address is used 
instead of the true IP address as a means of gaining access to a computer 
system.  

(32) Third party: That person or body that is recognized as being 
independent of the parties involved, as concerns the issue in question.  

5. Objective  

(1) Information is an important asset for an agency as well as for a state. 
Protecting information is vital to establish and maintain trust among 
government, citizen and business entities. Information security is the 
process, involved with the people and technology of an agency, by which 
that agency protects and secures its information. Information Security 
Policy defines set of rules and control mechanism to protect information 
against attacks or threats or misuses or damage or unauthorized access.  

(2) The objective of this guideline is  

a.  to help agencies of the Government of Bangladesh to understand the 

nutshell of Information Security,  

b.  to define the methodology to prepare Information Security Policy, 

c.  to give them proper guidance to implement Information Security 

Policy. 

6. Scope  

All government, semi-government, autonomous agency or public limited 

company in Bangladesh who wants to prepare their Information Security Policy 

document, can use this guideline. This is a baseline for them to prepare their 

policy to protect their information. Any private organization inside Bangladesh 

can also adopt this guideline.   

7. Information Asset  

(1) This section will assist the key members of an agency to redefine their idea 

on agencies information/data. It’ll help them to understand how to define 

different states and classify their information asset. It will also help setting 

ownership and custody for different information asset. As a result an agency can 

safeguard the information asset according to the defined roles and 

responsibilities. 
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(2) Definition of Information 

Information is an asset that, like other important business assets, is essential to an 

organization’s business and consequently be appropriately safe guarded. Broadly 

defined Information is the basis on which the agency conducts their business. 

Reliable information supports business capabilities, notably by enabling good 

decision making. The Government holds information that is operationally, 

administratively, politically, commercially or personally significant. The 

government has a fundamental ‘duty of care’ and legal obligations to protect this 

information from unauthorized or accidental modification, loss/damages or 

release. There are moral and ethical considerations in the appropriate handling of 

information as well.  

(3) Information can be in any form. It includes: 

a. documents and papers; 

b. electronic data; 

c. the systems (software, hardware and networks) on which the information 

is stored, processed or communicated; 

d.  intellectual information (knowledge or perceptions) acquired by 

individuals;  

e.  physical items from which information regarding design, components or 

use could be derived; and 

f.  Images, audio or video clips. 

 (4) Definition of Information Asset 

Asset is anything that has a value to the organization, agency or nation. 

Information is a key  asset for an organization. Asset must be kept under 

protection for ensuring trust among stakeholders who use and own the asset. 

Asset is very much related to security risks assessment.  The first step in 

assessing security risks is to take stock of enterprise’s information assets (e.g. 

application programs, stored data, reports, product designs and specifications, 

proposals, business plans, financial records, databases, and other files and 

documents residing on your organization’s computer systems). The objective is 

to organize the assets, conceptually, into appropriate categories, to help 

understand them and their boundaries. It is necessary to determine the 

appropriate owners of the various assets and convince them to take responsibility 

for evaluating their importance and value. 

(5) Asset must be classified for assigning access to that asset. Once the 

information resources have been identified and developed with appropriate ways 

of classifying and understanding their perimeters, the next step is to define who 
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needs access to what information. There are many types of assets including but 

not limited to the following:  

a.  databases and data files, contracts and agreements, system 

documentation including process, research information, user manuals, 

training material, operational or support procedures, business continuity 

plans, fallback arrangements, audit trails, and archived information; 

b.  application software, system software, development tools, and utilities; 

c.  computer equipment, communications equipment, removable media, and 

other equipment; 

d.  computing and communications services; 

e.  people, and their qualifications, skills, and experience; 

f.  intangibles, such as reputation and image of the organization.  

(6) Information is created, processed, stored, archived, and deleted while 

executing business activities. Examples are database records, mails, source code, 

paper documents, designs, emails, databases, Process Data, images etc. 

(7) An information asset is a definable piece of information, stored in any manner 

which is recognized as 'valuable' to the organization. The most important and 

valuable information assets are those underpinning an agency’s core or most 

critical duties, capabilities or goals. The value of information assets is expressed 

in terms of the potential business consequences for events resulting in loss of 

confidentiality, integrity and or availability to them. Potential consequences 

include direct and indirect financial losses (immediate or subsequent), loss of 

revenue, failure to meet service obligations or reputational loss. Indirect 

consequences of a security failure also have to be considered. Information asset 

valuation can be done in terms of,  

a. Confidentiality of Information Asset; 

b. Integrity of Information Asset;  

c. Authenticity of Information Asset; 

d. Non-repudiation; and  

e. Availability of Information Asset.  

 (8)  Different State of Information 

As mentioned earlier information has different form of presence. It has different 

state as well. It is very important for an agency to consider those states while 

developing their policy for Information Security. Common states of information 

are:  

a. Information that’s been archived (Historical information) 



12554 evsjv‡`k †M‡RU, AwZwi³, GwcÖj 6, 2014 

b.  Agencies private information or personnel information stored in 

database or tape drive  or in any media 

c.  Regular business information processed in applications 

d.  Static and dynamic information in the website of the agency 

e.  Communication/correspondence, perception and knowledge 

f.  Information that’s processed in the Intranet of the agency/government 

g.  Information that’s processed in the internet of the agency/government 

h.  Information that’s processed in the extranet  

(9) Different state of information needs different security mechanism. This shall 

be done considering the importance of the information and classifying 

information as required. It is much easier and convenient to impose security 

controls for same group of information depending on their nature of importance. 

Every agency shall find out the states of its information and define the security 

policy along with the classified information. 

(10) Information Classification 

Information of different types needs to be secured in different ways. Therefore a 

classification system is needed, whereby information is classified, a policy is laid 

down on how to handle information according to its class. Depending on the 

classification, security mechanisms are enforced on systems for handling 

information accordingly. Information classification ensures that information 

receives an appropriate level of protection. Information should be classified to 

indicate the need, priorities, and expected degree of protection when handling the 

information. Information has varying degrees of sensitivity and criticality. Some 

items may require an additional level of protection or special handling. An 

information classification scheme should be used to define an appropriate set of 

protection levels and communicate the need for special handling measures.  

(11) Information can be classified in terms of its value, legal requirements, 

sensitivity, and criticality to the country or to the agency. Classification systems 

vary from country to country, agency to agency. In most countries, the common 

classification has five levels as mentioned below:  

a. Top Secret 

b. Secret 

c. Confidential  

d. Restricted 

e. Public or Unclassified  
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(12) While classifying information asset, it is recommended to check compliance 

with government laws and regulations. The agency may decide to have its own 

way of classification with more or less number of levels. But it is the most 

important job of an agency to analyze their  information and define the states and 

classification. Accordingly, the agency shall impose security controls.  

(13) Information Owner 

The Information owner is a functional owner responsible for ensuring 

information classification with different state, proper controls to address 

confidentiality, integrity, authenticity and availability of information. Information 

owner has authority and responsibility for controlling production, development, 

maintenance; using security controls over the asset; placing  appropriate level of 

protection; reviewing the information classification, security controls, access 

restrictions periodically for making cost-benefit decisions essential to ensure 

accomplishment of organizational mission objectives. 

(14) Information Custodian 

The Information custodian is a person designated by the owner to be responsible 

for protecting information by maintaining safeguards and controls established by 

the owner; he will take prior approval if necessary before sharing information. A 

custodian is also responsible to perform regular backup and data validity testing 

activities, data restoration from backups periodically, implement access control 

as defined by information owner. One custodian should be assigned for each 

information asset. The custodian remains ultimately responsible for the security 

of the asset and should be able to determine that any delegated responsibility has 

been discharged correctly. 

(15) Roles and responsibilities 

Agencies are responsible and accountable for appropriately safeguarding the 

information assets in their custody. Agencies are best able to gauge the 

significance and worth of their information assets, the risks to them and the 

appropriate measures to safeguard them. The approach is to  achieve and 

maintain appropriate protection of organizational assets. To accomplish this goal, 

all assets should be accounted for and have a nominated owner. Owners should 

be identified for all assets and the responsibility for the maintenance of 

appropriate controls should be assigned. The information/asset owner has the 

responsibility to define the classification of information/asset, periodically 

review it, and ensure that it is kept up to date and at the appropriate level of 

security controls. The implementation of specific controls may be delegated by 
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the owner as deemed appropriate but the owner remains responsible for the 

proper protection of the information assets. One of the very important obligations 

for any agency is not to outsource the responsibility of  their information, i.e. 

responsibility for the security of information assets should be kept always within 

the agency owning that.  

(16) Archiving of Information Asset 

Continuous accumulation of information will be voluminous and may go beyond 

the manageable limit resulting difficulties in handling information for its 

optimum utilization. Therefore obsolete, duplicate, redundant and unnecessary 

information may be destroyed or archived. While destroying any information an 

agency must get proper approval from information owner and custodian for 

destroying, and they must maintain a log mentioning reason for destruction. In 

case of archival, similar to archival of paper and files, an agency must consider 

archival of electronic information asset. Depending on the importance of 

information asset agency may define retention period of information asset. An 

agency must follow Section 9 of ICT Act 2006 and other relevant law before 

defining the retention period of electronic information.  

(17) Actions according to this Section 

The tasks defined throughout section 7, are the prior tasks of an agency that 

should be structured properly in their Information Security Policy. As a whole, 

this is called information gathering and information asset management. Steps 

towards accomplishing this include:  

(a) Information classification and state  

Information should be analyzed and classified in terms of its value, legal 

requirements, sensitivity, and criticality to the organization. After classification, 

the states of those classified information must also be defined.  

(b) Inventory of Information assets  

All information assets should be clearly identified and an inventory of all 

important assets should be drawn up and maintained. An agency should identify 

all assets and document the importance of these assets. The asset inventory 

should include all information necessary in order to recover from a disaster, 

including type of asset, format, location, backup information, license 

information, and a business value. The inventory should not duplicate other 

inventories unnecessarily, but it should be ensured that the content is aligned.  
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(c) Information labeling and handling 

An appropriate set of procedures for information labeling and handling should be 

developed and implemented in accordance with the classification scheme 

adopted by the organization. Procedures for information labeling need to cover 

information assets in physical and electronic formats.  

(d) Ownership of Information assets 

All information and assets associated with information processing facilities 

should be owned by a designated part of the organization. The asset owner 

should be responsible for:  

a.  ensuring that information and assets associated with information 

processing  facilities are appropriately classified;  

b.  defining and periodically reviewing access restrictions and 

classifications, taking  into account applicable access control policies.  

(e) Acceptable use of Information assets 

Rules for the acceptable use of information assets associated with information 

processing facilities should be identified, documented, and implemented. All 

employees, contractors and third party users should follow rules.  

(f) Responsibilities 

Owners, custodian and others should be identified and assigned with the 

responsibility of information asset management within an agency. Their 

responsibilities shall be clearly defined and reviewed periodically for seamless 

protection of information asset. Archival of information and retention period of 

information asset must also be considered while defining the responsibilities.  

8. Strategy for Information Security  

(1) Agency before preparing its Information Security Policy should set a plan for 

integrating process, people, technology, procedures to safeguard its information 

from threats. The strategy should be reviewed periodically to mitigate newer 

threats and vulnerabilities in the area of information security. This section will 

assist the agency to understand the best practices of Information Security 

Strategy in the globe and will help them prepare their own strategy or adopt 

available best practices. 
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(2) Preparing Strategy 

It is important to understand the best practices to prepare own strategy but it is 

not always rational to adopt the best practices only. Accepting best practices only 

may leave the policy strategy unworkable and unrealistic. So, it’s always 

recommended to prepare strategy blending the real world and best practices as 

required by an agency. Information security strategy has the following stages:  

(a) Stage 1: Objective  

There must be an objective for an organization/agency to adopt information 

security strategy. For most organization/agency the objective is to safeguard 

their information from threats in the cyber space. Threats of information theft 

or loss may disrupt the goal and productivity of an agency. So the agencies 

should set their objective to protect their information from threats. 

 (b) Stage 2: Understanding 

Before starting formulation of the security policy for an agency, it is required 

to have a thorough understanding of the agency. It is also required to 

consider the goals and direction of the agency. The policy that is going to be 

developed must also conform to existing policies, rules, regulations and laws 

that the agency is subject to. In this stage, before  developing the policy, it is 

also required to gather information to identify the information assets; to 

identify the risks, vulnerabilities & threats; to identify potential safeguards & 

controls with associated cost and percentage of risk reduction; and to re-

define roles and responsibilities. 

(c) Stage 3: Plan 

With the gathered information of stage two (2) and considering the objective 

the agency shall prepare its security policy in this stage. This stage may 

include procedures, standards, guidelines etc along with the policy. While 

preparing the security policy it is recommended that the agency should take 

assistance and check compliance with ISO/IEC 27002: Code of Practice for 

Information Security Management. While developing the policy, the agency 

should consider the location of their information asset, whether they are 

putting it inside their domain or outside. The government agency must keep 

their information asset inside the country. And it is recommended that the 

government agencies should keep their information asset in the National Data 

Center hosted in BCC. Before putting the policy in action, it is recommended 

to organize consultation among the implementer and stakeholders of the 

policy. Such consultation will help produce effective security policy. 
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(d) Stage 4: Implementation 

After preparing the policy and other supporting procedures or guidelines, the 

agency shall educate its personnel and distribute these to all its implementers 

(management, BOD, employees etc.) and take their agreement that they read 

& understood the policy and agreed to comply with it. The key to acceptance 

and compliance with security policies is education. Educating employees on 

the need for security and keeping them involved in the policy development 

process is important to keep them from finding ways to avoid policies and 

rendering them ineffective. Seminars and awareness campaigns help to 

educate the importance of security, especially on password selection, screen 

locking, document labeling, and physical security. Helpdesk in the 

preliminary stage for successful implementation may also be introduced. 

 (e) Stage 5: Check Compliance 

It is always recommended that the agency must develop a method to measure 

compliance with the policy and check compliance in a periodical basis. This 

compliance method may include the formation of auditing team to ensure that the 

policy is enforced. The auditors who are responsible for monitoring compliance 

with the security policy should be independent of the persons implementing the 

policy. The policies must be enforced in a strictly manner and noncompliance of 

the policy is punishable. 

(f) Stage 6: Monitoring & Review  

It is important to have monitoring and review mechanism for future improvement 

since new threats are being discovered as time passes by. Monitoring & review 

includes changes in the organization resulting in new threats. Security controls 

have to be modified as necessary to mitigate any new threat introduced. Training 

is vital issue that might need to arrange for performance improvement. As time 

goes by, it is crucial to maintain the relevancy of the security policies. New 

policies may be added when necessary.  

(3) Actions according to this section 

In this section, the strategy for information security is defined. It is the whole life 

cycle for an agency to work out to develop an Information Security Policy so is 

to successfully protect their information assets. The stages defined in this section 

must be followed by agencies to safeguard their valuable information from 

threats. Actions in previous section (section 7.9) are part of the stages in the 

strategy defined earlier. The users of this policy guideline are requested not to 

create any confusion on what to do first. The users, who want to prepare 

information security policy for their agencies, should start with the stages defined 

in section 8.1. All other sections are to assist completing these six (6) stages.   
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9. Risk, Threats and Vulnerabilities  

(1) While formulating a security policy every organization or agency should be 

aware of possible risks that can affect the safety and security of their information 

asset. The organization or agency should also have clear understanding about 

threats and vulnerabilities that could damage its information assets. For 

appropriate safeguard of information assets knowledge about risks, threats and 

vulnerability is vital. This section will assist an agency to understand and identify 

and analyze threats, risks and vulnerabilities. 

(2) Understanding Risk, Threat and Vulnerability 

(a) Risk 

The potential (merely “chance”) for loss, damage or destruction of an 

information asset as a result of a threat exploiting a vulnerability. Reducing the 

risk of an organization requires risk identification and risk management process 

to be done periodically. An agency should know major risks that may cause 

potential loss of their information asset. Reasons for major risks/weaknesses are:   

a. little support for security measures, 

b. information is not classified, 

c.  inadequate information security policy operates, 

d. lack of security awareness are there, 

e. weak access control mechanisms exists, 

f. no official policy and no monitoring/intrusion detection or no incident 

response team are in place, 

g.  Operating procedures are not documented, 

h.  Employees are not identified adequately, visitors may roam unchecked, 

i.  The building is in an earthquake zone; 

j.  The building is in a flooded zone or can be affected by flood because of 

improper water disposal system, 

k.  Lack of fire prevention system, etc. 
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 (b) Threat 

A threat is a potential cause of an unwanted incident, which may result in harm to 

a system or organizations’ information assets. Threat is anything that can exploit 

vulnerability, intentionally or accidentally, and causes damage, or destruction of 

an asset. Threats can occur by natural disaster, intentional or accidental acts 

originating from inside or outside the agency. Most threats exploit vulnerabilities 

in information assets or their supporting infrastructure (hardware or software). 

Typical information security threats that could cause unwanted event include:   

a. unauthorized access,  

b.  disclosure of information,  

c.  legal threats,  

d.  sabotage,  

e.  inadequate security awareness,  

f.  poor security policy,  

g.  fraudulence,  

h.  workload,  

i.  denial of service,  

j.  spoofing,  

k.  advanced persistent threat (APT), 

l.  applications with bugs, 

m.  eavesdropping, 

n.  identity, 

o.  DNS security threat etc. 

 (c) Vulnerabilities 

Vulnerabilities are flaws or weaknesses associated with an agency’s assets or 

capabilities. Vulnerability is merely a condition or set of conditions that may 

allow a threat to affect an asset. Therefore, a vulnerability that cannot be 

exploited by a threat cannot be a security risk. Typically vulnerability results 

from:   

a.  flawed procedures,  

b.  under-skilled staff,  

c.  incorrectly configured or defective technology.  
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(d) For a vulnerability to be exploitable it must be known to or discoverable 

by a threat. This makes it important to follow the ‘need to know’ 

principle with respect to security related information, and it applies for 

both people and technology. It also makes it important for an agency to 

react appropriately when learning of vulnerabilities or vulnerabilities that 

affect it. However, the most pervasive vulnerability is probably the 

susceptibility of staff to ‘social engineering’, In such case security 

awareness for all staff is an important safeguard. Vulnerabilities are 

classified according to the related assets:  

a. Organizational 

b.  Personnel 

c. Environmental 

d. Hardware, software and network 

e. Spatial 

 (3) Identification of Risk, Threats, and Vulnerabilities Information Security 

Policy is needed for an agency to protect their information asset from risks (that 

may cause damage or lose of information asset) caused by threats exploiting 

certain vulnerabilities. It is always seen that most agencies always mix up the 

definition of risk, threatand vulnerability. Risk, threat and vulnerability are not 

terminologies for same meaning. Forclear understanding of these three terms, 

following is a good simple relative definition between information asset, risk, 

threat and vulnerability:  

Information 

Asset 

Threat Vulnerability Risk 

 

Information asset 

is something what 

agency tries to 

protect. 

Threat is 

something against 

what an agency 

tries to protect 

their  information 

asset. 

Vulnerability is 

the weakness or 

gap in the 

protection efforts 

made  by an 

agency. 

Risk is destruction (or 

chance of destruction) 

of an information 

asset  as a result of 

threat exploiting 

vulnerability.  

 It is important for every agency to identify risk, threat and vulnerabilities to their 

information system and to apply security controls accordingly. Classification of 

information and state of information will make the job easier for an agency to do 

the risk assessment and to apply security controls. An agency must define the 

degree of identified risk factor in terms of severity of the risk. This scaling must 

be defined in numerical scale from 0 to 10 where 0 is for low and 10 is for high 

degree. 
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(4) Risk Management The objective of the risk management process is to identify 

threats and vulnerabilities and to provide recommendations to ensure protection 

of information asset. The risk management process can be done with internal or 

external resources. Area that an agency must consider before risk management 

process, are:  

a.  Network and software design and development, 

b. Change management,  

c. Physical security, Access control, 

d. External vulnerability, Internal vulnerability, 

e. Storage and backup strategies, restoration procedure and testing 

f. Contingency planning/testing (disaster recovery/business continuity), 

g. Information transmission, 

h. Disposal of information assets, 

i. Personnel skill, 

j. incident management history, 

k. Systems audit practices, etc.  

(5) An agency must define its risk management process while producing the IS 

Policy. A model has been developed by a project called CORAS of EU based on 

AS/NZS 4360:2004 and ISO/IEC 31000:2009 which is a very good and 

acceptable model for risk management. This model can also be adopted by any 

agency in Bangladesh or they can develop their own model. 
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There are 5(five)steps in Risk Management process shown as circle in the figure. 

The vertical boxes: Monitoring & Review and Communicate & Consult is 

necessary in every step of risk management process for effectiveness and 

improvement. The stages in risk management process are: 

(6) Establish the context 

The purpose of the context establishment is to characterize the target of the 

analysis and its environment. There could be external, internal and risk 

management context in which the rest of the process will take place. Criteria 

against which risk will be evaluated should be established and the structure of the 

analysis is to be defined.  

 (7) Identify Risk 

In this stage, the agency must identify where, when, why and how incident can 

happen, that is identification of threats. When an incident is triggered by a threat 

shall be identified as vulnerabilities. While doing this, it is recommended that the 

classification of information assets is done.  

 (8) Analyze Risk 

This is the stage where an agency will do the risk estimation. Here an agency will 

identify and evaluate existing controls for security arrangements. Then the 

agency will determine the consequences and likelihood and the level of risk. This 

analysis should consider the range of potential consequences.  

 (9) Evaluate Risk 

This is a very important stage to make decision how to treat a risk. In this stage, 

on the basis of the result of analyzing risks, an agency will map the risks with 

their associated risk values to decide how to treat them. There might come some 

risks where no treatment is required. Here the agency will make a priority for 

treating risk.  

 (10) Treat Risk 

As per the result coming from previous stages, the agency may prepare effective 

plans and procedures to mitigate the risks. It is always recommended that plans 

with maximum effectiveness and minimum cost are prepared. Treating risk may 

include risk avoidance, risk transfer, changing likelihood and consequences of 

the risk.   
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(11) Risk Management Template 

An agency must prepare a template for its risk management process. And this 

risk analysis  process must be a periodical process over the lifecycle of an 

agency. Risk assessment template is a simple form with fields that an agency will 

periodically fill up after completing the risk analysis. In this guideline, a sample 

template is given below:  

Information 

Asset 

Threat 

Analysis 

Vulnerability 

Analysis 

Risk 

Analysis 

Action 

Plans to  

mitigate 

Remarks 

Details Class & 

State 

Name Details Name Details Details Level 

          

          

 (12) Actions according to this section 

This section describes the function related with several stages of Information 

Security strategy defined in section 8.1, especially in Stage 2: Understanding, 

Stage 4: Implementation and Stage 6: Monitoring & Review. Risk management 

is more an action than just a policy. An agency while preparing its Information 

Security Policy may include the methodology/model of risk assessment along 

with definition and reasons for having this. The following things are 

recommended to be included in the methodology/model for comprehensive risk 

management:  

a.  Frequency of Risk Assessment, 

b.  Information Gathering, 

c.  Threat & Vulnerability Analysis, 

d.  Risk Identification, 

e.  Risk Analysis & Evaluation, 

f.  Risk Treatment, 

g.  Monitoring & Review, 

h.  Risk assessment Template.  
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10. Security Controls to protect information  

(1) Security controls are safeguards or countermeasures to avoid, counteract or 

minimize security risks. To help review or design security controls, there should 

be a classification of controls by several criteria. Security controls can be 

categorized according to the time, for example:  

a. Before the event, preventive controls; 

b. During the event, detective controls; 

c. After the event, corrective controls.  

(2) Security controls can also be categorized according to their nature, for 

example:  

Remarks  

a. Physical controls 

b. Procedural controls 

c. Technical controls 

d. Legal and regulatory or compliance controls  

(3) There are a number of best practices in the world where number of 

information security controls/governance are defined. The following are 

important among them:  

a. ISO/IEC 27001, ISO/IEC27002 

b. CoBIT 4.1 or above 

c. ITIL V3 or above  

(4) The security controls defined in the above best practices are generic and an 

agency must tailor those standards or best practices as per their need in a cost 

effective way. It is optimized to consider the classification of information asset 

while adopting the security controls. There’s no need to adopt very rigid security 

controls for information asset which is not secret. Example of some security 

controls (taken from ISO/IEC 27002) are as follows: 

a. Personnel Security, 

b. Equipment Control, 

c. Access controls, 

d. Physical and Environmental Protection, 

e. Operational Procedure and responsibilities, 

f. Third party service delivery management, 
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g. System planning and acceptance, 

h. Application Security, 

i. Protection against malicious code, 

j. Information back-up, 

k. Network security management, 

l. Removable Media handling, 

m. Information exchange/transmission, 

n. Information disposal, 

o. Information system security, 

p. Cryptographic controls, 

q. Correct processing, 

r. System files security, 

s. Monitoring, etc.  

It is recommended that agencies will go through ISO/IEC 27002 to know more 

about these controls. An agency must decide to adopt controls whichever they 

need to protect their information.  

(5) National PKI which is recognized by the ICT Act 2006, is already available 

in the country and it is under regulation in the Office of the CCA under Ministry 

of ICT. An agency must use digital signature certificate and PKI enabled 

applications to ensure their cryptographic controls. Digital Signature Certificate 

ensures 4 goals of Information Security. These are:  

a. Authenticity (authenticity of information and parties involved in 

information exchange) 

b. Confidentiality (ensures confidentiality of information using encryption 

technology) 

c. Integrity (assures information user about the alteration of information) 

d. Non-repudiation (information originator or signer cannot challenge 

legally that (s)he or they did not sign or originate the information)  
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11. Legal and Compliance Issues  

(1) While preparing the policy the agency must be aware of legal and compliance 

issues that may be affected if the policy is in place. This is important to consider 

both internal and external legal and compliance issues to avoid breaches of any 

law or regulatory obligations and to avoid contradictions with other policies. List 

of some legal and compliance document that an agency  must consider while 

developing their policy is as follows: 

a. ICT Act 2006 (amended in 2009) 

b. ICT Policy 2009 

c. Right to Information Act, 2009 

d. The Copyright Act-2000 (amended 2005 )  

e. The Patent and Design Act-1911 

f. PKI related rules/guidelines for cryptographic controls 

g. National Archives Act, 1983 

h. Cyber Security related laws/guideline/policy 

i. UN conventions/Laws related to internet or cyber security  

(2) An agency within the government must formulate such a policy in 

compliance with national laws, policies and guidelines. In the IS Policy 

document, an agency must mention the name of the legal documents and other 

policies/guidelines/standards the policy complies with. An agency must consider 

that Service Level Agreement (SLA) is in place before taking any services from a 

vendor or from any other government agency related to ICT services (Hardware, 

Software, Network or any other information system)  

12. Standards and Guideline  

The Information Security Policy of an agency does not define any step by step 

procedures to implement the policy and does not explain any standard the agency 

is following for the successful implementation of the policy. Standards and 

guidelines come when the policy is in place. But there must be some guidance in 

the policy document so that the agency must set the standards and guideline they 

are going to follow in every stage of protecting their information asset. There 

may be number of guidelines and standards under a policy document depending 

on the requirement.  
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13. Information System Audit and Certification  

(1) Agencies which handle critical information system infrastructure, must go 

through IS audit periodically. The auditor in this case can be internal or external 

or both. IS audit is very significant to minimize disruptions in operational 

procedures and to improve performance. IS Audit is part of Stage 6: Monitoring 

& Review of Information Security strategy.  

(2) Certification is something provided by some form of external review by a 

third party to an agency after evaluating its information system infrastructure and 

information security management system. The evaluation criteria are always 

maintained by the standard bodies. Certification gives assurance about an agency 

to internal and external stakeholders. If an agency wants to get certified in 

compliance with ISO/IEC 27001, it should check the evaluation criteria from 

ISO/IEC 27007 beforehand. Bangladesh Computer Council (BCC) as per their 

rules of business may start certification activities for the agencies implementing 

ISMS. Quality certification enables organized working environment and allows 

the agencies to improve their performance.  

14. Incident Management  

(1) An information security incident is indicated by a single or a series of 

unwanted or unexpected information security events that make a significant 

probability of compromising business operations under threatening information 

security. In the area of Information Security, it is very crucial to consider incident 

management plan before an incident occurs. No one can exactly know 

beforehand when and how an incident is coming to impede the business process. 

Information security incidents may occur at any time. It is very important to 

establish robust and effective processes to deal with incident. 

(2) Incident can be natural or human driven. In both cases, effective incident 

management depends on how well the management is responding to an incident. 

In case of natural incident, for example, in case of flood or fire or earthquake or 

any type of natural calamity it is recommended that one should start with 

recovery of the information system for business  continuity. 
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(3) Incident can be driven by human intervention in a form of attack. In case of 
human driven occurrences, Information security incident shall be reported 
through appropriate management channels as quickly as possible. Internal or 
external expert or Information Security Incident Response Team must be 
involved after an incident to investigate and report properly. It is also important 
to know by all the internal employees to leave the evidence unchanged after an 
incident has occurred. After successful investigation of an incident, it should be 
recorded for  improvement in the risk management system. And the assessment 
report on incident must be forwarded to the management for taking necessary 
actions as deemed necessary.  

(4) In the Information Security Policy document there must be some direction of 
incident management. It is suggested for every agency to go through ISO/IEC TR 
18044:2004 for better understanding of Incident Management.   

15. Business Continuity Plan  

(1) To counteract interruptions to business activities by effects of major failures 
of information systems or disasters and to ensure the timely resumption of 
activities, a business continuity management process should be implemented. It is 
important to minimize the impact of disaster on the organization and to recover 
from loss of information assets (which may be the result of, for example, natural 
disasters, accidents, equipment failures, and deliberate actions) at an acceptable 
level through a combination of preventive and recovery controls. This process 
should identify the critical business processes and integrate the information 
security management requirements of business continuity with other continuity 
requirements relating to such aspects as operations, staffing, materials, transport 
and facilities.  

 (2) Information security should be an integral part of the overall business 
continuity process, and other management processes within the organization. 
Business continuity management should include controls to identify and reduce 
risks. In addition to the general risks assessment process, limiting the 
consequences, and ensuring the availability of information required for business 
processes shall be considered. Steps in Business continuity plan (as per ISO/IEC 
27002) are as follows:  

a. Including information security in the business continuity management 
process; 

b. Business continuity and risk assessment; 

c. Developing and implementing continuity plans including information 
security; 

d. Business continuity planning framework; 

e. Testing, maintaining and re-assessing business continuity plans;  

It is suggested to every agency to follow ISO/IEC 27002 for preparing a robust 
and effective business continuity plan. And there must be indication of using that 
standard in the Information Security Policy document.  
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16. Monitoring & Improvement  

(1) It is important to monitor and review the information security policy for 

improvement. There are several phases of Information security strategy defined 

in section 8, monitoring is needed in every phase to improve service quality of 

that phase. The monitoring discussed here is different from what is defined in 

Stage 6: Monitoring & Review of Section 8. This is the monitoring applicable for 

the policy. The objective of this monitoring is to understand how the policy is 

implemented by the agency, what are the challenges or obstacles of 

implementation, what are the  changes and actions required for improving the 

policy and whether any modification is needed in the policy document in view of 

any significant change in the information security or the management context.   

(2) There should be some direction in the policy document about monitoring (e.g. 

who will  monitor, frequency of monitoring, whom to report, what are the 

monitoring results, who are the stakeholders for consultation to improve the 

policy, etc).  

17. National Cyber Security Strategy  

It is important for an agency to be aware of the cyber security risk, threat and 

vulnerability of information. Apart from this guideline, a National Cyber Security 

Strategy needs to be formulated. Moreover, a separate agency may be established 

in future for addressing cyber security and information security issues which may 

be titled as “Bangladesh National Information Security Agency, (BNISA)”.  

18. Appendix A: Template of Information Security Policy  

(1) The information security policy document should state management 

commitment and set out the organization’s approach to managing information 

security. The policy document should contain:  

(a)  A definition of information security, its overall objectives and scope and 

the importance of security as an enabling mechanism for information 

sharing;  

(b)  A statement of management intent, supporting the goals and principles of 

information security in line with the business strategy and objectives;  

(c) A framework for setting control objectives and controls, including the 

structure of risk  assessment and risk management; 

(d) A brief explanation of the security policies, principles, standards, and 

compliance requirements of particular importance to the organization, 

including: 

i)  Compliance with legislative, regulatory, and contractual 

requirements; 
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ii)  Security education, training, and awareness requirements; 

iii)  Business continuity management; 

iv)  Consequences of information security policy violations;  

(e)  A definition of general and specific responsibilities for information 

security management, including reporting information security incidents;  

(f)  References to documents that may support the policy, e.g. guidelines and 

procedures for specific information systems or security rules users 

should comply with.  

(2) This information security policy should be communicated throughout the 

organization to users in a form that is relevant, accessible and understandable to 

the intended reader and users.  

(3) Sample Outline of an IS Policy:  

 I. Preamble 

 II. Definitions 

 III. Introduction 

 IV. Purpose 

 V. Scope 

 VI. Policy Governance & Monitoring 

 VII. Information Asset and 

Classification 

VIII. Roles & Responsibilities 

 IX. Risk management 

 X. Security Controls 

XI.  Security policies, principles, 

        standards, and Compliance  

XII.  Incident Management 

XIII. Policy Awareness and Training       

on Information Security 

XIV. Reference Documents  

  (Guideline/Procedure/Appendix) 

19. Appendix B: References  

(1) CoBIT: IT Governance Framework 

(2) ITIL: IT Services Management 

(3) ISO/IEC 27000:2009, Information security management systems- 

Overview and vocabulary. 

(4) ISO/IEC 27001:2005, Information security management systems- 

Requirements. 

(5)  ISO/IEC 27002:2005, Code of practice for information security 

management. 

(6)  ISO/IEC 27003, Information security management system 

implementation guidance. 
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(7)  ISO/IEC 27004, Information security management - Measurement. 

(8)  ISO/IEC 27005:2008, Information security risk management. 

(9)  ISO/IEC 27006:2007, Requirements for bodies providing audit and 

certification of  information security management systems 

(10) ISO/IEC 27007, Guidelines for information security management 

systems auditing. 

(11) ISO/IEC 27011, Information security management guidelines for  

 telecommunications organizations based on ISO/IEC 27002  

(12) ISO 31000:2009 – Risk management - Principles and guidelines 

(13)  ISO/IEC TR 18044. Information technology- Security techniques- 

Information  security incident management.  

20. Appendix C: Acronyms  

1. AS/NZS Australia/New Zealand Standard 

2. APT      Advanced Persistent Threat 

3. BCC Bangladesh Computer Council 

4. BTRC Bangladesh Telecommunication Regulatory Commission 

5. CCA Controller of Certifying Authorities 

6. CoBIT Control Objectives for Information and Related Technology  

7. DDoS  Distributed Denial of Service 

8. EU            European 

9. FFIEC Federal Financial Institutions Examination Council 

10. ICT Information and Communication Technology 

11. IDS    Intrusion Detection System 

12. IEC   International Electro technical Commission 

13. IETF   Internet Engineering Task Force 

14. IPS    Intrusion Prevention System 

15. IS           Information Security 

16. ISMS   Information Security Management System 
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17. ISO    International Organization for Standards 

18. IT          Information Technology 

19. ITIL   Information Technology Infrastructure Library 

20. LAN   Local Area Network 

21. OECD  Organization for Economic and Cooperation Development 

22. PC          Personal Computer 

23. PDCA   Plan-Do-Check-Act Cycle 

24. PKI   Public Key Infrastructure 

25. RFC   Request for Comment 

26. USA   United States of America 
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